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Abstract—Data acquisition increases tremendously through various data acquisition devices from various
sectors in the recent past. Hence, larger storage and computing units are necessary to store and process
these data to take data-driven decisions. Therefore, cloud environment is employed to store and process
these data to make data-driven decision. The cloud can be categorized into three types such as public,
private and hybrid cloud based on the data being stored and computed. Public cloud contains the public
data and servicesrendered to the public based on their own demand. Private cloud contains private data
concerned to an individual organization or a company and such data can be processed for the individual
organization. The hybrid cloud combines the characteristics of both public and private cloud. Securing
the cloud is a challenging task. Hence, many researchers conducted their research with the focuses on
securing the cloud. This paper presents study on various measures reported by the researchers for
securing the cloud
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L INTRODUCTION

The cloud consists of set of sharable and configurable computing resources. These resources are provisioned
by the cloud service provides (CSP) based on the requirement of the users and that are accessed by the users
through internet in on-demand basis. The cloud environment provides infrastructures and services to store, share,
and compute the data. The cloud services include infrastructure-as-a-service (IaaS), platform-as-a-service (PaaS),
software-as-a-service (SaaS), and development-as-a-service (DaaS). In IaaS, infrastructures or hardware entities
such as servers, networks, storage units, etc. are rented by the individual, organization, or an institution to store
and carryout the computations through internet. In PaaS, the platforms such as operating system, application
development frameworks, etc. are rented by the cloud. The developer can develop their application and run their
application using the platform such as particular development framework or operating system. In SaaS, the
application software is provided to the users that are run in the cloud environment through internet. In DaaS, the
cloud provides the development tools to the user to develop application such as web applications, mobile
application, etc. Thus, the cloud provides various services. The cloud is classified into three types such as public,
private and hybrid cloud based on the data being stored and computed. The public cloud contains the public data
and services rendered to the public based on their own demand. The private cloud contains the private data
concerned to an individual organization or the company and the data can be processed for the individual
organization. The hybrid cloud combines the characteristics of both public and private cloud.

Securing the cloud is a challenging task. Moreover, the cloud environment consists of data communication
elements, data storage elements, computing elements, and policy making for resources sharing. Hence, the cloud
security can be classified into four categories such as security in data communication, security in data storage,
security in computing, and security in resource sharing policy making. This paper comprehends various aspects of
security mechanisms adopted in the cloud environment. The following section presents a detailed review of
security issues and mechanisms in cloud environment and Section 3 presents the conclusion.
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II. CLOUD SECURITY

This section presents the security issues in the cloud computing. Figure 1 shows the participation of a cloud
user in cloud computing. In general, the cloud environment consists of data centers that contain many virtual
machines that are run to serve the client’s request. The cloud environment is designed based on the services that
are provided to the cloud user. Hence, the cloud environment contains platforms, infrastructure or application in
order to provide the services that are discussed in Section 1. The cloud environment is connected with the internet
through the network. Hence, the network needs to be protected for the seamless services that are carried out
through the network. Therefore, the network security is of major concern to ensure cloud security.

Network Network

Cloud environment
Internet
Cloud users

Figure 1. Schematic view of user participation in cloud computing

A. Network and Data Sorage Security for Cloud

The network plays a significant role in providing the cloud services to the cloud users. The network connects
the cloud environment with the internet and connects the internet with the end cloud user to access the service
from the cloud. The data is moved around the network to render cloud services. Moreover, the data are stored in
the databases at the data centers to render the cloud services to the cloud users. Hence, it is essential to secure the
network and data to secure the cloud. Securing the network and the data storage can be performed by the security
mechanisms and techniques such as cryptography, firewall, intrusion detection system, etc. Furthermore, many
researchers conducted the research on improving the security in networks and communication systems for cloud
services.

Z. Chen presented a network security scheme for the data center that is rented to many users [1]. J. Ullrich et
al. conducted a survey on the secret communication in the cloud [2]. T. Wang discussed the data center
networking in different aspects [3]. H. Yao et al. presented a scheme to prevent information leakage in the cloud
[4]. Q. Yan conducted a survey of issues and challenges in addressing the denial of services attack in cloud
environment [5]. M. Zhang presented a metric to prevent the zero-day attacks [6]. S. Han et al. presented a
privacy preserving scheme for the cloud-assisted wireless body area networks (WBANS) [7].

B. Cryptography

Cryptography is a type of security mechanism that converts the data into cipher data or coded data to avoid
intrusion. The cipher or coded data cannot be understood by the intruders. The encryption and decryption are the
two major processes of the cryptography. The encryption is a process that coverts the plain data or original data
into the cipher data or coded data. Decryption is the process that converts the cipher data into the plain data.
Many researchers conducted research on cryptography to provide security in cloud. Moreover, W. Pan et al.
presented a cryptography scheme to secure the data transmission [8]. The cloud computing is carried out for
various applications such as medical, education, engineering, commercial, mobile application, etc. Therefore,
many researches focuses on improving the cryptography mechanism for different applications in cloud
computing. H. Huang designed a framework of health care system with an encryption scheme to ensure the
privacy in data transmission [9]. J. J. Hwang presented a cryptography technique for the business model that is
employed in cloud computing to provide secured services [10]. Somani, U et al. presented a digital signature
with Ron Rivest, Adi Shamir and Leonard Adleman (RSA) algorithm for data security [11]. Tysowski also
presented a cryptography-based security mechanism to provide security in mobile application in cloud computing
[12].

C. Firewall

Firewall is a security system that restricts the unwanted incoming/outgoing packets or data based on the
predefined rules that are set by the network administrators pertaining to the organizational policy. Several
research works attempted to improving the performance of the firewall for cloud computing. G. Liyanage et al.
presented a firewall model to improve the security in cloud computing [13]. Z. Yang presented a firewall to
enhance the security in the cloud environment [14].
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D. Intrusion Detection System

Intrusion detection system (IDS) is one of the network security mechanisms that are used to secure the cloud.
The intrusion detection system receives the data packets that are passed through it and detects the data packets
whether the data packet comes from the intruders or not. If the data packet comes from the intruders, it intimates
the network administrator to take preventive measures. The intrusion detection system is classified into two types
based on the location where the IDS is placed namely host-based IDS and network-based IDS. The host-based
IDS is placed in the host that is available in the data center. The network-based IDS placed in the network. On the
other hand, the IDS is classified into two based on the working principle namely signature-based and anomaly-
based IDS. The signature-based IDS has the matching algorithm that matches the data packet with the existing
stored signatures or rules, if any deviation found on the data packet, that is identified as intruder packet.
Moreover, the signature-based intrusion detection system has high accuracy rate in detecting the data packets, but
it fails to detect the data packets when their signatures are not present in the stored database. The anomaly-based
intrusion IDS detects the data packets that are unknown, but the false positive rate is high. Hence, many
researches focus on IDS to improve their performance to provide cloud security. K. Salah conducted an analysis
on cloud security on the overlay network that provides some securities such as intrusion detection system,
antivirus system, etc. [15]. Massimo Ficco et al. presented the intrusion detection system for the cloud security
[16]. Vieira. K et al. presented an intrusion detection system to secure cloud computing [17].

E. Security the Data Storage

The data in the cloud is placed in host systems that are present in the cloud data centers [18]. The stored data
need to be secured; hence many researchers conducted the research on securing the data storage. Wang Q
presented scheme to secure the data storage in cloud [19]. Kaufman et al. presented the concepts of the data
security in cloud computing [20]. Deyan Chen et al. presented an analysis on the issues in data security in cloud
and their solutions [21]. Cong Wang and Kui Ren discussed the concepts of the secured cloud data storage
services [22]. Kan Yang presented auditing protocol and privacy preserving auditing protocol for securing the
data storage in cloud computing [23]. Wassim Itani et al. explored privacy-as-a-service (PaaS) to provide security
in data storage [24]. Feng, D.G et al. presented the framework for securing cloud computing [25]. Moreover,
some researchers use the cryptographic techniques [26] for securing the data storage. Seny Kamara et al.
presented a study on cryptography technologies available for the cloud data storage [27].

III.  CONCLUSION

The cloud environment consists of a set of sharable and configurable computing resources. These resources
are provisioned by the cloud service provides (CSP) based on the requirement of the users and they are accessed
by the users through internet in an on-demand basis. The cloud provides infrastructures and the services to store,
share, and compute the data. The cloud services include infrastructure-as-a-service (IaaS), platform-as-a-service
(PaaS), software-as-a-service (SaaS), and development-as-a-service (DaaS), etc. This paper presented a study on
the security in the cloud computing. Moreover, the literatures on security in cloud computing are reviewed. The
cloud security can be achieved using various security mechanisms and techniques such as cryptography, firewall,
and intrusion detection system.
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