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Abstract: Differential and Linear Cryptanalysis are two most popular techniques that have been widely 
used to attacks block ciphers to reveal its weakness in substitution and permutation network. Most of the 
block ciphers which are resistant against Differential and Linear Cryptanalysis may not be immune to 
their latest extensions such as Impossible Differential Cryptanalysis (IDC) and Zero Correlation Linear 
Cryptanalysis (ZCLC). These techniques use the statistics of distinguishing the correct key and incorrect 
key from probability distribution of impossible differentials and linear approximation respectively. Most 
of IDC and ZCLC are based on miss in middle technique and are independent of non linear components. 
In this paper, the method used by ZCLC is explained and the block ciphers which have been attacked by 
ZCLC and multidimensional ZCLC have been stated. The links between IDC and ZCLC have been also 
projected. 
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I. INTRODUCTION 

Most popular cryptanalytic techniques, Differential and Linear Cryptanalysis (LC) have been developed in 
1990’s and have become most effective against block ciphers. Many block ciphers composed of permutation, 
substitution, XOR and summation operation were designed to be immune against known cryptanalysis 
techniques DC and LC. Now a day’s latest block ciphers are been developed which are resistant against DC and 
LC, due to which these techniques have been extended [1] as Truncated Differential, Impossible Differential 
Cryptanalysis (IDC), Zero Correlation Linear Cryptanalysis (ZC) which may attack these block ciphers. The 
common way to prove security against DC and LC is to give upper bound on the rounds of differential 
characteristics/Linear trails that can distinguish a round reduced cipher from round permutation. IDC and ZC are 
two new approaches which have not been developed to attack the well known block ciphers but also to measure 
the level of security. The idea behind both the approaches is to exclude wrong key candidates by using miss in 
middle technique.  

Differential cryptanalysis uses the concept where it uses differentials with higher probabilities than those of 
expected for a randomly drawn permutation. Similarly, for linear cryptanalysis it based on the concept of using 
linear approximations whose probabilities maximally deviate from 1 2ൗ  i.e. with highly non zero correlation 
value. Whereas Impossible Differential Cryptanalysis (IDC) and Zero Correlation Linear Cryptanalysis (ZCLC) 
are based on the concept of miss in middle technique where differentials with zero probability are targeted and 
exploited in IDC and in ZCLC, linear approximations with probability of exactly 1 2ൗ  i.e. with correlation zero 
are targeted. They are counterpart of each other in their own domains. In rest of the paper, section II will 
introduce linear cryptanalysis and its method of construction. Section III comprises of the Zero correlation linear 
cryptanalysis technique, the basic conditions to find its distinguisher, its construction method and list of block 
ciphers on which it has been applied. Section IV shows the links between IDC and ZC. 

II. LINEAR CRYPTANALYSIS 

In 1993, Matsui proposed Linear Cryptanalysis (LC). In LC, the Linear Expression of this form is found such 
that expression has high or low probability of occurrence. Deviation or bias ሺ∈ሻ from probability 1 2ൗ  is 
exploited [2].  

௜ܲభ⨁  ௜ܲమ⨁… ௜ܲೕ
.⨁௜మܥ⨁௜భܥ⨁ . ௜ೖܥ ൌ .௜మܭ ⨁௜భܭ  ௜೗ܭ ⨁.

ܲ is the plaintext and ܥ is its corresponding Ciphertext under key ܭ respectively ܥ ൌ ௄݂ሺܲሻ for ݊ bit block 
cipher. If this type of expression exits it states cipher is trivially weak.  

The linear approximation ܯ௉ → ௣ܯ ஼ is denoted byܯ
஼ܯ ⨁ ܲ ்

ܥ ் ൌ 0 has probability: 
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ெು,ெ಴݌
ൌ ௣ܯ௉∈ி೙మሺݎܲ

஼ܯ ⨁ ܲ ்
ܥ ் ൌ 0ሻ 

௣ܯ .஼ are linear mask of plaintext and ciphertext respectively of ݊ bit eachܯ,௉ܯ
் denotes the multiplication of 

the transposed bit vector ܯ௉ by column bit vector of ܲ over ܨ௡
ଶ. This probability ݌ெು,ெ಴

 can be written in term 
of correlation ܥெು,ெ಴

: 

ெು,ெ಴ܥ
ൌ ெು,ெ಴݌2

െ 1 

More the probability ሺ݌ெು,ெ಴
ሻ deviates from value 1 2ൗ , better the attack can be applied by the cryptnalyst. The 

high bias probability for holding this attack for ሺݎ െ 1ሻ rounds becomes the distinguisher for the attack.  

A. Construction Method 

i. Steps for finding distinguisher and recovery are as follows: 

1. Generate the Linear Approximation (LA) table for an S-Box ܨଶ
௡ → ଶܨ

௠ ሺ݊݉ݔሻ of 2௡ 2ݔ௠ entries. 

(a) Find each element of table by calculating the number of coincidence between linear relation of 
input and output for an input 

(b) Then for each element calculate probability ݌௅ by dividing it by 2௡ 

(c) calculate bias probability ∈ൌ ቚ݌௅ െ
ଵ

ଶ
ቚ 

2. Concatenate the linear approximations of S-Boxes by marking the linear trail from input of first round to 
input of last round of cipher where linear approximation ܯ௉ →  ஼ for S-Box holds true for high probabilityܯ
i.e. Bias probability is high. 

3. Using pilling up lemma considering approximations of S-Boxes are independent of each other, calculate the 
expected bias probability ݌஽ till second last roundሺݎ െ 1ሻ [2]. 

Once ሺݎ െ 1ሻ rounds of linear approximation with high linear probability bias for ݎ rounds of cipher is obtained, 
it will help in extracting last round subkey bits (associated bits of S-Boxes in the last round that are influenced 
by the data bits involved in the linear approximation) [3]. 

ii. Steps for Key Recovery 

The single path linear trail gives a straight forward way for key recovery. 

1. Given N Plaintext Ciphertext (PC) pairs to find right key 

2. For all PC pairs guess all possible last round ሺݎሻ subkey 

3. For all possible subkey guess of last round ሺݎሻ, the Ciphertext is partially decrypted by one round for each 
PC pairs 

4. Count the number of times the linear approximation ܯ௉ →  .஼ is satisfiedܯ

5. The key which has maximum bias is the actual key i.e. the key that differs maximum from half the number 
of plaintexts is the actual key. 

Matsui proved the complexity of the attack in [3], that if the bias is ∈ of the linear approximation then the 
number of plaintext required for attack is nearly equal to 1 ∈ଶൗ  . 

III. ZERO CORRELATION LINEAR CRYPTANALYSIS 

In ZCLC proposed by Bogdanov and Rijmen [4], instead of exploiting linear approximation with high 
probability,  

ெು,ெ಴݌
ൌ ௣ܯ௉∈ி೙మ൫ݎܲ

஼ܯ ⨁ ܲ ்
ܥ ் ൌ 0൯ ൌ

1

2
 

probability of exactly 1 2ൗ  is exploited which amounts to correlation ܥெು,ெ಴
 is zero [4] 

ெು,ெ಴ܥ
ൌ ெು,ெ಴݌2

െ 1 

ெು,ெ಴ܥ
ൌ 2 ∗ ሾܲݎ௉∈ி೙మ൫ܯ௣

஼ܯ ⨁ ܲ ்
ܥ ் ൌ 0൯ሿ െ 1 

(If only one of ܯ௣
், ஼ܯ 

் is zero) 

௣ܯ௉∈ி೙మ൫ݎܲ
஼ܯ ⨁ ܲ ்

ܥ ் ൌ 0൯ ൌ
1

2
 

∴ ௉ܯ  → 0 ܽ݊݀ 0 → ெು,ெ಴ܥ  ஼ have correlationܯ
 

ெು,ெ಴ܥ
ൌ 2 ∗

1

2
െ 1 

ெು,ெ಴ܥ
ൌ 0 

where ܯ௉,ܯ஼ ് 0. Then  
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଴→଴ܥ ൌ 1, ெು→଴ܥ ൌ ଴→ெ಴ܥ
ൌ 0 

i.e. B. Rijmen [4] uses linear approximations with correlation exactly zero for all possible keys for exploitation.  

A. Sufficient conditions for distinguisher 

Each iterative block cipher has ݎ rounds and for a linear trail, linear approximation is concatenated for each 
round such that output mask of ith round equals the input mask of ݅௧௛ ൅ 1 round. Correlation value for each 
individual round is calculated where ݅௧௛ round has input mask ݑ௜ and output mask ݑ௜ାଵ.  

For a cipher correlation contribution ܥ௎ for each linear trail ܷ is calculated by multiplying correlation values of 
each individual round.  

௎ܥ ൌෑܥ௥೔ሺݑ௜, ௜ାଵሻݑ

௥ିଵ

௜ୀ଴

 

For a linear hull ܯ௉ →  ௎ areܥ ஼ i.e. for all possible linear trails ܷ in a cipher, correlation contributionsܯ
summed to compute total correlation ܥ. 

ܥ ൌ෍ܥ௎
௎

 

The distinguisher ܯ௉ →  ஼ for zero correlation linear cryptanalysis is constructed by finding zero correlationܯ
contribution in each linear trail. It is only possible if for at-least any ݅௧௛ round in each linear trail correlation 
value turns out to be zero, 

,௜ݑ௜ሺܥ ௜ାଵሻݑ ൌ 0 

∴ for all trails correlation contribution ܥ௎ becomes zero   

௎ܥ ൌෑܥ௥೔ሺݑ௜, ௜ାଵሻݑ

௥ିଵ

௜ୀ଴

ൌ 0 

thus correlation for a linear hull ܯ௉ →  .஼ becomes zeroܯ

ܥ ൌ෍ܥ௎
௎

ൌ 0 

To describe linear approximation for XOR, Branching and permutation in the encryption or decryption round 
for a fiestel ciphers, we use the following conditions [5]: 

Let ܯ௑ ൌ ሺܯ௑భ,ܯ௑మ, . . , ௒ܯ ,௑೙ሻܯ ൌ ሺܯ௒భ,ܯ௒మ, . . , ௓ܯ ௒೙ሻ andܯ ൌ ሺܯ௓భ,ܯ௓మ, . . ,   ௓೙ሻܯ

Figure 1: Branching, XOR, Permutation 

 Branching operation: Summation of all masks (input or output masks) at a branching point is zero i.e. 
௑೔ܯ

௒೔ܯ⊕
ൌ 0 and ܯ௑೔

௓೔ܯ⊕
ൌ 0 or correlation is zero. 

 XOR operation: All the masks at XOR operation are equal i.e. ܯ௑೔
௒೔ܯ⊕

௓೔ܯ⨁
ൌ 0 or correlation is 

exactly zero.  

 Bijective function: Either the input mask or output mask of permutation is zero or nonzero ܯ௒
் ൌ

ሺ்ܲሻିଵ.ܯ௑
், then the correlation is zero.  

B. Construction Method 

To construct the ZCLC, one adopts the miss in middle technique just like in IDC extension of differential 
cryptanalysis. In IDC, miss in middle technique constructs the impossible differential characteristic by two 
truncated differential paths (forward and backward) with probability one and which lead to a contradiction at the 
middle [6]. 

In ZCLC, any linear approximation with nonzero bias is concatenated to any linear approximations with 
nonzero bias in the inverse direction, where the intermediate masks states contradict with each other. To state 
more simply, linear approximation patterns of input mask and output masks in the intermediate rounds in both 
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forward and backward directions respectively are followed and inquired if no linear characteristics with nonzero 
correlation exists i.e. check the incoherence of events [7]. 

i. Steps to find linear approximation and recover is as follows 

For a block cipher ௞݂, identify all the zero correlation linear approximations till it has compact description with a 
distinct structure and linear approximations with zero correlation for any key K. 

1. Find input mask ܯூ and output mask ܯ௃ for a part of a cipher and continue encryption and decryption by 
using above stated 3 lemmas till some intermediate level of the design. 

2. If at the intermediate level of the design, the output of the ݅௧௛ round and input to ሺ݅௧௛ ൅ 1ሻ are not equal i.e. 
non equivalence exists, then this linear hull ܯூ →  .௃ gives zero correlation distinguisherܯ

3. If more no. of rounds can be attacked, it is more efficient distinguisher. 

ii. Steps for key recovery 

According the zero correlation linear approximations ܯூ →  ௃ obtained for a part of cipher from the aboveܯ
steps, similar approach to linear cryptanalysis key recovery approach can be used here for key recovery. Let ܰ 
are the number of known Plaintext-Ciphertext pairs (P-C pairs) with an adversary and ݏ be the number of zero 
correlation linear approximations ܯூ → ூܯ ௃. The linear approximationsܯ →  ௃ for a part of cipher are placedܯ
in the middle of the attacked cipher so as to attack more number of rounds. Let ܫ and ܬ be the partial 
intermediate states of the data transform at the boundaries of the linear approximations [8]. Following is the 
approach 

1. Guess the bits of the subkeys ݇ଵ and ݇ଶ that are needed to compute ܫ and  ܬ. For each guess of subkey ݇ଵ and 
݇ଶ : 

(a) Partially encrypt and partially decrypt the plaintexts ܲ and its corresponding ciphertexts ܥ 
respectively upto the boundaries ܫ and ܬ of the zero correlation linear approximation ܯூ →   .௃ܯ

(b) Evaluate the correlations C୑౅,୑ె
of all linear approximations in M୍ → M୎ for the subkey guess using 

the partially encrypted ܫ  and partially decrypted values  ܬ.  

(c) Check if correlation is zero or not or by counting how many times M୍
୘I ⨁ M୎

୘J ൌ 0 over N 
input/output pairs. Note: For every linear trail ܷ in a linear hull, if at least one pair of adjacent 

linear selection patterns is incompatible ܥ௜ሺݑ௜, ௜ାଵሻݑ ൌ 0, the correlation for the linear hull 
ூܯ → ெ಺,ெ಻ܥ ,௃ will be exactly 0ܯ

ൌ ∑ ௎௎ܥ ൌ 0, since ܥ௎ ൌ ∏ ,௜ݑ௥೔ሺܥ ௜ାଵሻݑ
௥ିଵ
௜ୀ଴ ൌ 0 

(d) If the correlation is zero, subkey bits are correctly guessed. Otherwise repeat the steps. 

࣯ method [4] and matrix method [11] are the two ways to search Zero Correlation Linear Hulls (ZCLH) for 
block ciphers. 

AES [6][8], TEA [8], XTEA [8], CLEFIA-type generalized feistel networks [9][16], Skipjack [6], CAST256 
[6], Simon [7], Camellia [8][9], LBLOCK [11], ARIA [8], E2 [12], KASUMI [13], HIGHT [13], are some of 
the block ciphers which have been attacked by zero correlation linear cryptanalysis [9][10]. 

 

 

Figure 2: Zero Correlation Linear Cryptanalysis 
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C. Multidimensional Zero Correlation Linear Cryptanalysis 

Bogdanov et al. in [11][12][13] proposed a multidimensional zero correlation linear distinguisher using zero 
correlation linear approximations. He proved that for ݊ bits of block cipher, if there are ݏ independent zero 
correlation linear approximations then the required number of plaintexts are ܱሺ2݊ √݈⁄ ሻ such that ݈ ൌ 2௦ nonzero 
linear combinations of them have zero correlation. Multidimensional zero correlation attack on HIGHT 
lightweight block cipher on 27 rounds has been shown in [14]. 

D. Links between Impossible and Zero Correlation Cryptanalysis 

IDC that follows the differential cryptanalysis mechanism is known to be useful and popular technique for 
attacking some block ciphers which may be immune to DC. ZCLC that follows the mechanism of linear 
cryptanalysis is the latest technique developed similar to IDC in technical terms but has its theoretical 
foundation in a different mathematical theory and has advantage over IDC because it covers more number of 
rounds when applied on a block cipher, or else it perform the attack in less time on the same number of rounds 
[15]. When IDC and ZCLC search distinguishers using matrix-method then the number of differentials and 
linear approximations involved in the attack are approximately same and in case of ZCLC attack, the data 
complexity is large as compared to IDC attack.  

The other similarity involved between two is that they both uses miss in middle technique. To distinguish 
between a small correlation value and a correlation with exact zero value becomes difficult. This corresponds to 
the situation where LC usually tends to break slightly smaller number of rounds than DC, except in the case of 
DES where LC was more efficient and broke the cipher with more number of rounds as compared to DC. 

Some of the example of block ciphers  

TEA,XTEA, HIGHT, CLEFIA, AES, ARIA, Camellia, E2, MIBS, LBlock, Piccolo are the block ciphers that 
have been attacked by the Impossible Differential [16] [17]. 

IV. CONCLUSION 

This paper describes the approach of zero correlation linear cryptanalysis to find distinguisher and to recover 
key through which designer of block ciphers can evaluate and analyse the security of their block ciphers against 
ZCLC. Some of the block ciphers which have been attacked by IDC and ZCLC are also mentioned. 
Multidimensional zero correlation and links between IDC and ZCLC have also been projected in this paper. 
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