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Abstract : A fundamental task in security is to create cryptographic primitives based on hard 
mathematical problems that are computationally intractable Using hard AI problems for security is 
emerging as an exciting new paradigm, but has been underexplored. Here, we present a new security 
primitive based on hard AI problems, which we call Captcha in Click Point Authentication (C-CPA) from 
Captcha as Recognition based graphical passwords (CaRGP). CaRGP is both a Captcha and a 
Recognition based Graphical password scheme. C-CPA from CaRGP addresses a number of security 
problems altogether, such as online guessing attacks, relay attacks, and, if combined with dual-view 
technologies, shoulder-surfing attacks. Notably, a CaRGP password can be found only probabilistically 
by automatic online guessing attacks even if the password is in the search set. It also address the well-
known image hotspot problem, such as PassPoints, that often leads to weak password choices. C-CPA 
from CaRGP offers reasonable security, usability and appears to fit well with some practical applications 
for improving online security. 

Keywords: CAPTCHA(Completely Automated Public Turing tests to tell Computers and Humans Apart ),C-
CPA(Captcha in Click Point Authentication), CaRGP(Captcha and a Recognition based Graphical password), 
AI(Artificial Intelligence). 

I. INTRODUCTION 

Today for many organizations they need to store their enormous amount of data. Among  these,  cloud  
computing is the most  cost  effective  and flexible network storage providers but  it  has  some  security issues.  
Cloud computing provide accuracy, so more data can be centralized into the clouds.  The most important a 
security concern in cloud is the security due to internet based data storage and management. A fundamental task 
in security is to create cryptographic primitives based on hard mathematical problems that are computationally 
intractable. Using hard AI (Artificial Intelligence) problems for security, initially proposed, is an exciting new 
paradigm. Under this paradigm, the most notable primitive invented is Captcha, which distinguishes human 
users from computers by presenting a challenge, i.e., a puzzle, beyond the capability of computers but easy for 
humans. Captcha is now a standard Internet security technique to protect online email and other services from 
being abused by bots. This paper focuses on the survey of different authentication and CAPTCHA schemes. 
Section II presents the literature survey of different authentication and CAPTCHA schemes and section III 
concludes with discussions. 

II. LITERATURE SURVEY 

In cloud computing, there are different existing schemes that provide security. Users need to share sensitive 
objects with others based on the recipients’ ability to satisfy a policy in distributed systems. The security schemes 
are authentication and CAPTCHA. One of the authentication scheme is Graphical based password schemes and 
captcha scheme is Text Captcha. The existing Authentication schemes are of three types. They are Token based 
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authentication, Biometric based authentication and Knowledge based authentication. The existing captcha 
techniques are Text captcha, EZ-Gimpy and asirra. 
Token Based Authentication - Token based techniques, such as key cards, bank cards and smart cards are 
widely used. Many token-based authentication systems also use knowledge based techniques to enhance 
security. For example, ATM cards are generally used together with a PIN number. 
Biometric Based Authentication - Biometric based authentication techniques, such as fingerprints, iris scan, or 
facial recognition, are not yet widely adopted. The major drawback of this approach is that such systems can be 
expensive, and the identification process can be slow and often unreliable. However, this type of technique 
provides the highest level of security. 
Knowledge Based Authentication - Knowledge based techniques are the most widely used authentication 
techniques and include both text-based and picture-based passwords. The picture-based techniques can be 
further divided into two categories: recognition-based and recall-based graphical techniques. Using recognition-
based techniques, a user is presented with a set of images and the user passes the authentication by recognizing 
and identifying the images he or she selected during the registration stage. Using recall-based techniques, a user 
is asked to reproduce something that he or she created or selected earlier during the registration stage. 
CAPTCHA: Using Hard AI Problems For Security - A captcha is a program that can generate and grade tests 
that: (A) most humans can pass, but (B) current computer programs can't pass. Such a program can be used to 
differentiate humans from computers and has many applications for practical security, including 

• Online poll 
• Free email services 
• Search engine bots 

Avoid worms, spams and online dictionary attacks. A captcha is a cryptographic protocol whose underlying 
hardness assumption is based on an AI problem. 
Distortion Estimation Techniques in Solving Visual CAPTCHA - Here a correlation algorithm is developed, 
that correctly identifies the word in an EZ-Gimpy challenge image 99% of the time and a direct distortion 
estimation algorithm that correctly identifies the four letters in a Gimpy-r challenge image 78% of the time.   
Asirra: A CAPTCHA that Exploits Interest Aligned Manual Image Categorization - Asirra, a CAPTCHA 
that asks users to identify cats out of a set of 12 photographs of both cats and dogs. Asirra is easy for users; user 
studies indicate it can be solved by humans 99.6% of the time in under 30 seconds. Barring a major advance in 
machine vision, we expect computers will have no better than a 1/54,000 chance of solving it. 
Against spyware using CAPTCHA in graphical password scheme - A new approach had been to protect 
user’s password against spyware attack by introducing CAPTCHA into the realm of graphical passwords. But, 
as long as the state-of-art-algorithms cannot solve the hard AI problems, it is probable to construct a graphical 
password. Here users are allowed to select their own graphical password images (pass-images). To be 
authenticated, the user only needs to distinguish his/her pass-images from decoy images and then enter certain 
parts of the CAPTCHAs string below the pass-images. The CAPTCHA is an image of distorted string randomly 
generated by system. 
A new CAPTCHA interface design for mobile devices - A CAPTCHA is a computer-based security test used 
to distinguish human users from artificial users, preventing automated abuse of networked resources. As mobile 
network services improve, we can anticipate that future mobile network services will come under attack from 
automated programs. A new CAPTCHA approach is then introduced here which is intended specifically for 
mobile devices.  

III. DESIGNING CAPTCHA IN CLICK POINT AUTHENTICATION FROM Ca-RGP 

Knowledge based Authentication - Knowledge based techniques are the most widely used authentication 
techniques and include both text-based and picture-based passwords. The picture-based techniques can be 
further divided into two categories: recognition-based and recall-based graphical techniques. Using recognition-
based techniques, a user is presented with a set of images and the user passes the authentication by recognizing 
and identifying the images he or she selected during the registration stage. Using recall-based techniques, a user 
is asked to reproduce something that he or she created or selected earlier during the registration stage. Overall, it 
is believed that it is more difficult to break graphical passwords using the attacks comparing to text based 
password as its password space is smaller than graphical password. 
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Fig 1 Captcha in Click Point Authentication 

Operation of Knowledge Based Authentication 

 -Recognition based Authentication 
 -Image Recognition 
 -Pixel part Recognition 
 -Recall based Authentication 
 -Pixel Point Generation 
 -Authentication of anonymous user 
Click Point Authentication - Click Point Authentication is a knowledge based authentication. It is a combined 
structure of recall based and recognition based authentication, used for increasing the password space and 
resistance against attacks. Here owners and users are registering their account and creating password using 
recognition based in which they are selecting an image as a password and then using recall based they are 
clicking on a pixel part of the image using mouse to generate a coordinates which is also added as the password. 
As soon as the recall based password is generated it will be send to the user’s email id. It is believed that it is 
more difficult to break graphical passwords using attacks such as brute force, dictionary, guessing, spyware, 
shoulder surfing, social engineering attacks. This has N!/K!(N-K)! (N is the total number of picture 
objects/pictures; K is the number of pre-registered objects/selected images). 
Pseudo Random code Generation - A PRKG is an algorithm for generating a sequence of numbers that 
approximates the properties of random numbers. The sequence is not truly random in that it is completely 
determined by a relatively small set of initial values, called the PRKG's state, which includes a truly random 
seed. The numbers are important in practice for their speed in number generation.  
Pseudo code of PRKG  - Linear Congruential Generator 

LCG represents one of the oldest, easiest, fastest and best-known pseudorandom number generator algorithms. 
The generator is defined by the recurrence relation: 
Xn+1≅(aXn + c)     (mod m) 
where Xn is the sequence of pseudorandom values, and 
m, 0 < m − the "modulus” 
a, 0 < a < m − the "multiplier" 
c, 0 ≤ c < m − the “increment”  
X0, 0 ≤ X0  < m − the “seed”  or “start value” , are integer constants that specify the generator. 
If c = 0, the generator is often called a multiplicative congruential method, or Lehmer RNG. If c ≠ 0, the 
generator is called a mixed congruential method.  
Captcha - A CAPTCHA (Completely Automated Public Turing tests to tell Computers and Humans Apart) is a 
program that generates and grades tests that are human solvable, but are beyond the capabilities of current 
computer programs. Here it is a sequence of clicks on an image, which is used to derive a password. Here a new 
CaRP image code is generated for every login attempt. 
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IV. PERFORMANCE ANALYSIS 

Performance Analysis of captcha 

 
Fig 2 Performance Analysis of Captcha 
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Fig 3 Performance Analysis of CPA 

V. CONCLUSION 

A Captcha in Click Point Authentication(C-CPA) from Captcha as Recognition based graphical passwords 
(CaRGP) is proposed and implemented to overcome all those security and privacy issues with high password 
space, less memory consumption, Secure login by avoiding all possible attacks like shoulder surfing, spyware, 
guessing, dictionary attacks, etc.,). It also avoids spammer’s from mailing us by increasing the operating cost. It 
can also be used in touch screen devices. 
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