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Abstract: Outsourcing spatial databases to the cloud has provided the spatial query integrity which means 
that the third party service provider is Untrustworthy, therefore query integrity verifies the correctness and 
completeness of the results. However handling highly frequent network updates is critical. In this paper we 
handle the highly frequent network updates which mean that the service provider provides the results 
according to the traffic changes during rush hours. It provides the results with respect to the Network 
Voronoi diagram where it verifies both the shortest distance and path in the real world road network unlike 
the previous work where the verifications can be done based on Euclidean distance. In this paper we run the 
Experiments on  Google Android mobile devices in order to communicate with the service provider through 
wireless connection. The Experiment Results show that our paper reduces the complexities between the client 
and service provider interactions. 

Index terms – Spatial database outsourcing, Network updates, Road network, voronoi diagram, service 
provider. 

1.  Introduction 

           Database Outsourcing means, a new ecosystem where the data owner (DO) delegates   management of its 
database to a third-party service provider (SP). This new ecosystem is created with the mobile devices and cloud-
based solutions combination for reshaping the way geospatial data are stored, Managed, served and shared. In 
database outsourcing, SP sever is responsible for indexing the data, answering client queries, and updating the data 
on requests from the Dos. Now mobile clients submit queries to the SP and Retrieve results from SP directly, instead 
of sending their queries to the Dos. The Database outsourcing general architecture is shown in fig (1). 

The outsourcing database paradigm has become increasingly popular and has been receiving much attention from 
the user community. This database outsourcing paradigm provides an economical and adaptable way for the data 
owners (DO) in order to deliver the spatial data for the users of location-based services. Database outsourcing also 
provides spatial query integrity where it ensures that the query results returned by the service provider are 
trustworthy. This means that here real owner of the data is data owner not SP so SP can provide incorrect results 
intentionally or not. It can also ensure the correctness and completeness of the data. Where correctness means that 
the results are obtained from data owner changes in the order and completeness means all results are given without 
any missing result. It also provides pre-computation based verification system for the clients to utilize the distance 
pre-computation. It also proposes update modes where we can provide updates for the POI updates and road 
network updates. But it does not handle highly frequent network updates concern. Handling highly frequent network 
updates means to provide the results to the client with respect to the traffic changes during rush hours. 
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                                          Fig 1.The architecture of database outsourcing 

It means if a client is in rush and he wants to know the nearest hotels so he submit the query to the service 
provider. But the Person can stop in the middle due to traffic. In such situations he needs to change to another 
direction to go early and he needs to submit query again to service provider to find nearest hotels. By submitting 
queries several times to the service provider can create complications in the communications. In order to reduce 
the complication the client needs to submit the query with his starting and ending destinations then the service 
provider provides the results according to the changes in the client location without need for the client to send 
the queries again and again. We can provide the results with the help of network voronoi diagram.  That means 
service provider tracks the location of client and provides the results according to the changes in the client 
location with the help of network voronoi diagram and also provides integrity for the query results. This 
approach can be done with both the network distance and Euclidean distance. 

     The remainder of this paper is presented as follows. Section 2 reviews related work and section 3 discusses 
proposed system, section 4 discusses experimental results and finally section 5 discusses conclusion. 

2. Related work 

    In this paper we explain the previous work related to nearest neighbor queries for spatial databases that are 
outsourced. The nearest neighbor query type is important for geospatial application but this nearest neighbor 
query algorithm extended to support queries on spatial networks because most of the mobile users  had been 
move on roads in reality. Kolahdouzan and shahabi proposed an approach based on the network voronoi 
diagram for evaluating NN queries in spatial networks.  The key idea for this approach is to partition a large 
network into a number of small voronoi regions and then pre-compute distance both within and across the 
regions. But in the above paper Query integrity problem had not considered. Pang et al. employed an aggregated 
signature. With aggregate signature the data owner (DO) signs each record which contains the information from 
neighbors by assuming that records are all sorted in a certain order. Their mechanism helps users verify that 
query results are both complete and authentic. However this technique is not specifically designed for spatial 
databases. Jing et al. presented an efficient road network kNN query verification technique.  With this we can 
prove the integrity of the distance and shortest path from the query point to its results on road networks. In order 
to prove this approach utilizes the network voronoi diagram and neighbors. With this approach query integrity 
problem is solved which means we can verify that the Correctness and completeness of the results. However 
none of the mechanism mentioned above has considered the highly frequent network updates for k nearest 
neighbor queries. 

3. Proposed Work 

  In this section we discuss how we handle highly frequent network updates with the help of voronoi diagram.  

A) Voronoi Diagrams 

          Voronoi diagram mean partitioning the large network into a number of small voronoi regions. The main 
feature of voronoi diagram is partitioning a large network into a region of equal nearest neighbors. For example 
a set of objects P= {p1, p2…pk} in R, the voronoi diagram denoted as VD (P).  This VD (P) partitions the R 
into k disjoint regions. In such way every point in P belongs to one partitioned region and every point in that 
partitioned region is closer to pi than any other objects in P in the Euclidean space. Here the region around pi is 
called voronoi cell of pi, denoted as VC(pi), and pi is the generator of voronoi cell(VC(pi)). Therefore voronoi 
diagram is the union of all voronoi cells. Voronoi neighbor are the two generators that share a common edge. 
With the help of network voronoi diagrams we can handle the highly frequent network updates. Instead of 
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Euclidean distance, the distance between two points is measured with the help of network distance because 
many of them would like to move along streets.  

        A road network can be modeled as a weighted graph G(V,E,W) consisting of vertices={p1,p2,….,pn} and a 
set of edges E={e1,e2,….em} connecting vertices  to form a graph. W represents the cost of each edge in E. 

The figure 2.1 illustrates the original road network is represented as a graph where p1,p2,p3 are POIs and p4-
p16 are intersections on the road network. 
    
The network voronoi cell V(pi) contains all the edges that are close to pi than any other point of interests. Hence 
pi is the generator of V(pi).Here the network voronoi cell of a each generator contains a set of road segments 
rather than voronoi diagram in the Euclidean space where each voronoi cell is a continuous area. 
 
In Fig 2.2 V (p1), V (p2), and V (p3) are represented by line segments with different styles separated by points 
b1-b7. The network voronoi diagram is unique because objects are restricted on road segments, the network 
voronoi cell of a specific generator is unique. 

 

 fig2.1 road network                        fig2.2 network voronoi diagram   

B) Network Updates 

           Here the highly frequent networks are updated such as traffic changes during rush hours. That means here 
the service provider provides the results to the clients according to the changes in the client location and 
direction. That means here the client submit the query to the service provider to find the nearest hotels. Then the 
service provider provides the results to the client according to the location that client mentioned but when he 
goes to that place there will be a huge traffic and the client may be in a rush for an important matter so he can 
change his direction to that place so he needs to send the query again to find the results. He needs to send the 
query several times to know the results if it continued in this way the communication time and cost will 
increase. And also there will be complications in the communication by sending the query several times. So in 
order to reduce the complications and also to reduce the time and also cost we have provided the highly frequent 
network updates. Here the client just needs to send the query to the service provider with his starting and ending 
destinations then the client location can be automatically updated with the help of voronoi diagram and the 
service provider provides the result to the client with his location until he reaches his destination. This way we 
can update the highly frequent network updates such as traffic changes during rush hours. 

C) Authenticated Data Structure 

          To support query verification and also to ensure data integrity, we need a well defined authentication data 
structure (ADS) built on the outsourced data which should be cryptographically signed by Do. It means 
authenticated data structure should well define in order to prove that the results are obtained from data owner 
without any changes done by the service provider or malicious attackers. So in order to support query 
verification the data owner who sends the data obtains private key and public key with the help of a trusted key 
distribution center. Here the private key is kept secret at Do and public key is accessible by all clients and the 
Do sends all the data with digital signatures with the help of private key. And Do sends this signed data to the 
service provider in the form of a well defined authentication data structure which contains POIs of p and also the 
signature of the Do and also the neighbors of POI. By verifying this we can prove that the results are complete 
and correct. 

D) Verifying NN on Road Networks 

        Here Service provider constructs a verification object (VO) which contains not only the kNN query result, 
but also a proof to ensure that the results are complete and correct. After receiving the signed data from the Do 
the service provider constructs the VO where it generates the results according to the client and query and also 
the signed data that is obtained from Do. And then the service provider sends this VO to the client. With this the 
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client not only verifies the results in the Euclidean space where the path between two points is a straight line, 
because there may be usually one or more paths between two points in road networks. So in order to verify the 
results, it is necessary to ensure the path between two points is the shortest path among all the paths that are 
possible in the road networks. After obtaining the results from the service provider the clients verifies the result 
in two steps that is signature verification and geometry verification. Signature verification step is a standard 
from the service provider the clients verifies the result in two steps that is signature verification and geometry 
verification. Signature verification step is a standard and straightforward procedure where the client verifies 
signature attached to VO after receiving the receiving the kNN query result. After receiving the aggregate 
signature the client verifies the signature by employing the corresponding aggregate signature. With the 
signature verification we can prove that the data has not been changed by SP or malicious attackers. 

    Next verification step is geometry verification. Here the verification done with the help of algorithm shown in 
Algorithm 1. The inputs to the algorithm are query point (q), the verification object (VO) and the parameter (k). 
The VO contains the authenticated network voronoi object of every point of interest (POI) in the kNN result 
including generator POI and also the voronoi cell of generator and its neighbors. 

     The algorithm starts with verifying the first NN p1 by verifying that whether it belong to the road segments 
inside the voronoi cell v(p1) of p1. If it does not belong to the v(p1) of p1 then p1 is not the first NN and the 
verification process fails. If it belongs to v(p1) then p1 is the first NN and p1 is added to the visited set, and all 
neighbors are inserted into H and visited set. If current NN of p is not in H then p is not the neighbor of p1.so p 
is not the next NN. Otherwise p is one of the neighbors of p1 then we need to verify that whether this is the next 
smallest distance neighbor or not. If p is the next smallest distance neighbor then p is the next NN. This process 
continues until all the neighbors are verified. 

 

 

4. Experimental Results 

    In this section, we present various experiments to evaluate the effectiveness of the proposed system. 

   Before providing the data to the service provider here the Data owner builds an authenticated data structure. 
To support the Query verification process data owner uses Digital Signature, with this digital signature the data 
integrity and also the authentication problems can be solved. The query verification problem for k-nearest-
neighbor queries on road networks has been resolved here.  Network Voronoi diagram-based verification 
process verifies both distance and shortest path to KNN query. Here the ROAD network technique validates 
both the distance and the shortest path from query point to its kNN results on road networks. And also here the 
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highly frequent networks are also updated such as traffic changes during rush hours which means that it updates 
the client location and direction automatically unlike where the client send query every time he changes the 
location and direction which may result in increase in the communication time and cost for querying. And also 
with this we can also reduce the complications that occur with communication between client and service 
provider. 

 

5. Conclusion 

    The project identifies the problem of updating the highly frequent network updates. This problem can be 
solved by tracking the location of the client with the given information given by client and providing the results 
according to his location and direction. While existing approaches cannot be done on the basis of Euclidean 
distance and network distance here we can provide the shortest path results based on the Euclidean distance and 
network distance. This also solved query integrity problem. These all problems are solved with the help of 
voronoi diagram which verifies both the Euclidean distance and network distance. In future work, the first one is 
in order to reduce time, optimization methods can be used. And also second one is to handle query verification 
in the presence of multiple data owners. 
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