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Abstract —“ Security” isa one of the important issuesin cloud computing environment. Cloud computing
is used to deliver software, storage and processing for millions of users across the world. In the user
environment, it is the cyber space based service which provides storage for users by using the delivery
model. Cloud encompass billions of user data both private and public data. There are many sanctuary
challengesin cloud. Data loss is an important issuesin a majority of these storage systems. Overwhelmed
the data loss problem, data can be massed transversely multiple parts in numerous regions with
compound servers. Recordswhich can be misplaced, their segment are stated and that portion isrestored.
This paper extant a literature review pastures of cloud computing with a focus on data loss in cloud
storage. Thus the segments of the records which are misplaced could be identified and that portion is
restored.
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. INTRODUCTION

Cloud computing has become the ideal method for delivering information and online functionality.
Some cloud services emphasis on providing customers with spacious range of services and functionalities.
These services and functionalities include e-shopping, research, social media networking, entertainment,
protecting important documents. Some other cloud services emphasis on small business, large enterprises and
governments. Some cloud services provides cloud storage to users at no charge. While other services charges
some subscription based fee. Charges based cloud services are referred to as private clouds and are owned and
controlled by organization, which provides a network security for critical data and resources sharing. Resources
can be accessed only with in an organization, others cannot access those cloud resources. Public cloud can be
used by millions of users at no cost. It provides hillion of resource to the users. Companies which offer public
cloud are Facebook, Google, amazon, yahoo etc. Hybrid clouds combine various public and private cloud
resources into a solution. Private, public and hybrid are the deployment models used. There are various security
issues related to cloud computing. These issues are categorized into two kinds. security issues faced by cloud
providers and security issues faced by customers. The responsibility of the provider is to ensure that their
infrastructure is secure and that their client’s data and applications are protected while the user must ensure that
the provider has taken the proper security measures to protect their information, and the user must use strong
passwords and authentication. This paper discuss about the data loss in cloud storage systems, and aso the
methods used in finding the missing part of file and how it can be replaced in cloud storage system. Dataloss is
one of the major issue in cloud storage systems. Due to this data loss some times customer or user cannot
download large files completely .due to the data | oss bandwidth also increases.
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Il. STORAGE ARCHITECTURE OF CLOUD COMPUTING

Cloud storage is an evolving service model for distant backup and data coordination. There are two kinds of
cloud storage namely single cloud storage and multi cloud storage. Single cloud storage is the first storage
model. After that multi cloud storage model is developed to overcome single cloud storage model. Single cloud
storage model raises about cloud outage(for example Gmail back soon for everyone),vendor lock-ins.in vendor
lock-ins it is costly to switch cloud providers. As suggested by[2],a solution to single cloud storage is multi
cloud storage. In multi cloud storage ,it places a proxy between users and multiple clouds.it contains stripe data
along multiple clouds. The advantage of multi cloud storage isthat if any one clouds repair then other cloud will
maintain the data. Since data is replicated across many clouds.

1. CHALLENGESIN CLOUD COMPUTING STORAGE
Data loss is one of the major problem in cloud computing storage and there are many security issues in cloud
computing storage.as suggested in [3],integrity of data is one of the main security issue in cloud storage.to
protect outsourced data in cloud storage, integrity checking, fault tolerance and recovery procedures are used.to
provide security to cloud storage regenerating codes are added in stripe data across multiple servers to provide
fault tolerance[3].to avoid integrity issue, remotely checking of integrity in regenerating coded data against
corruptions is made{3].
IV. DATASTORAGE IN CLOUDS

Data storage options or tiers has ultrafast SSDs, fast medium- and high-capacity HDDg[5]. Storage
management features include data protection, high availability (HA) and disaster recovery (DR) as well as
footprint reduction (DFR) for space reduction, such as compress of data, re-duplication and large provisioning,
which enables huge information to be stored for longer time at cheaper costg[5]. Software tools are used to
create services and solutions, it consist of APIs, middleware, databases, applications, hypervisors which is used
to build virtual machines (VMs) and virtual desktop infrastructures (VDI), being with cloud stack ware[5].
Some of the cloud stack ware are Open Stack, and associated management tools. Examples of VMs and VDI
hypervisors consist of Citrix/Xen, KVM, Microsoft Hyper-V, Oracle and VMware ESX. In all the three cases,
data storage is configured into storage systems, storage appliances and compute servers[5]. Public clouds are
services accessible at free charge or for a fee, supplying different functionality, such as Amazon Web Services
(AWS), Google Docs or Seagate or data backup software[5]. Public clouds are managed by their respective
owners, whose customers pick to use their own services. Private clouds are owned and maintained by
organizations and as same as to legacy I T services delivery. However, it isto be pointed that private clouds built
using publicly available components, and existing offsite in different cloud provider locations, hybrid clouds
offer services as a combination of public and private clouds.

A .Uploading afilein cloud storage

To upload afile F, we first divide it into k(n-k) equalize native chunks, denoted by(F)=1,2,...... Kk(n-
k).we then encode these k(n-k) native chunks into n(n-k) code chunks, denoted by (p)i=1,2,.....,n(n-k).each p; is
formed by alinear combination of the k(n-k) native chunkg[2].

B. Downloading afilein cloud storage

To download afile, first download the corresponding metadata object that contains the ECV's. Then, select any k
of the n storage nodes, and download then (n-k)code chunks from the k nodes. The ECVs of the k( n-k)code
chunks can form a k(n-k)*k(n-k)square matrix. If the MDS property is maintained, then by definition, the
inverse of the square matrix must exist. Thus, multiply the inverse of the square matrix is multiplied with the
code chunks to obtain the origina k(n-k)native chunks. The idea is that FMSR codes are treated as standard
Reed-Solomon codes] 2][26].

C TRANSIENT FAILURESIN CLOUD STORAGE
TABLE 1EXAMPLES OF TRANSIENT FAILURES IN SOME OTHER CLOUD SERVICES[2]

Cloud Service Failure Reason Duration Date

Google Gmail Software Bug 4 days Feb 27-Mar2,2011
Google Search Programming error 40 mins Jan 31,209
Amazon S3 Gossip protocol blowup 6-8 hours July 20,208
Microsoft Azure Malfunction in Windows Azure | 22 hours Mar 13-14,2008
Verizon Terremark | Network component 24 hours Oct 27-28,2013
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In this section, the importance of repair in cloud storage, especialy in cloud failures that make stored data
permanently unrecoverable is discussed. Two types of failures namely transient failure and permanent failure
are considered here.

Transient failure. A transient failure is expected to be short-term, such that the “failed” cloud will return to
normal after some time and no outsourced data are lost. Table 1 shows several red-life examples for the
occurrences of transient failures in today’s clouds, where the durations of such failures range from severa
minutes to several days.It is highlight that even though Amazon claims that its service is designed for providing
99.99 percent availability [6], there are arising concerns about this claim and the reliability of other cloud
providers after Amazon's outage in April 2011 [12].Thus it is expected that transient failures are common, but
they will eventually be recovered. If multiple-cloud storage is deployed with enough redundancy, then data can
be retrieved from the other surviving clouds during the failure period.

D Data loss and corruption.

There are real-life cases where a cloud may accidentally lose data [12]. From the literature][24] it is seen
that in the case of Ma.gnolia[24], half aterabyte of data, including its backups, arelost and are unrecoverable.

E Data center outagesin disasters.

AFCOM [25] found that many data centers are ill prepared for disasters. For example, 50 percent of the
respondents have no plans to repair damages after a disaster. It was reported [25],that the earthquake and
tsunami in northeastern Japan in March 11, 2011 knocked out several data centers there.

F Permanent failurein cloud storage

Unlike transient failures, where the cloud is assumed to be able to return to normal, permanent failures will
make the hosted data in the failed cloud no longer accessible, so we must repair and reconstruct the lost datain a
different cloud or storage site to maintain the required degree of fault tolerance. In our definition of repair, we
mean to retrieve data only from the other surviving clouds, and reconstruct the data in a new cloud or another
storage site.

V. DATALOSSESIN STORAGE SYSTEM OF CLOUD

This literature review mainly focus on data loss in cloud storage system. In cloud storage system, instead of
placing a data file in multiple clouds, the literature focus to place data file in multiple clouds across multiple
regions [2].The data file is initially splitted into multiple parts and stored in multiple clouds across multiple
regions. The data file may be stored based on hash function. If any one part is missed in datafile, based on hash
function value, by using structured file algorithm which part of data file is missed can be found and by using
multithreading algorithm the misplaced datafile is replaced. The multi-threading algorithm is placed on multiple
regions of cloud. Using this algorithm the data file which is missed can be easily replaced [3].

In [2],it is implemented NCCloud as a proxy that bridges user applications and multiple clouds. Its design
consist of three layers. In file system layer, NCCloud act as a mounted drive, which can be easily

interconnected with general user applications. The coding layer deals with the encoding and decoding functions.
The storage layer deals with read/ write requests with different clouds.

Each file is associated with a metadata object, which is replicated at each repository. The metadata object
holds the file detail s and the coding information (e.g., encoding coefficients for FMSR codes).

Python and C are used to implement NCCloud [2]. The file system layer is built on FUSE [21]. The coding
layer implements both RAID-6 and FMSR codes. Our RAID-6 code implementation is based on the Reed-
Solomon code [52] for baseline evaluation. In [4]it is used to implement the RAID-6 codes, and the
optimizations made in zfec to implement FM SR codes for fair comparison.

FMSR codes generate multiple chunks to be stored on the same repository. To save the request cost overhead,
multiple chunks destined for the same repository are aggregated before upload. Thus, FMSR codes keep only
one (aggregated) chunk per file object on each cloud, as in RAID-6 codes. To retrieve a specific chunk, we
calculateit’s offset within the combined chunk and issue arange GET request.

We make NCCloud deployable in one or multiple machines. In the latter case, we use ZooKeeper [13] to
implement a distributed file-based shared lock to avoid simultaneous updates on the same file. We conduct
preliminary evaluations in a LAN environment and observe that the overhead due to ZooKeeper is minimal.
Here, we focus on deploying NCCloud on a single machine, and we mount NCCloud as alocal file system
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FIG | NORMAL OPERATION OF CLOUD STORAGE FIG Il REPAIR OPERATION OF CLOUD STORAGE

Fig | represents the normal operation of cloud storage, i.e. whenever afile is uploaded, the server will store the
copy of filein different cloud storage. FIG 1l represents the repair operation of cloud storage i.e. whenever one
cloud affects failure condition, other cloud storages are used to restore or retrieve the original file content.
During repair, the data can be regenerated from the new cloud. Fig Il represents the distributed, multiple-cloud
storage setting, in this setting large amount of data can be striped over multiple cloud vendors.in this setting
,Server act as an interface between clouds and client§2].whenever a cloud attempts permanent failure the server
activates repair operation of cloud storage[4].during repair operation, there is no direct interactions between the
clouds. The server reads the important data parts from other clouds and regenerates new data pieces and writes
these regenerated new data pieces into new cloud [2]

VI CONCLUSION

Using multi thread algorithm and structured file algorithm the data part which islost in a data file can be found
and replaced.storing multiple parts of data in multiple regions of multiple clouds is the literature proposed
concept.both multi thread algorithm and structured file algorithm are placed in multiple regions of cloud.by
using this algorithm bandwidth increases,low download error, and downloading time becomes faster. This
algorithm also provides rdiability,fault tolerance.lt is cost effective in case of permanent failuresit is
implemented with the help of FMSR codes practical version. By using of FMSR codes degree of data
redundancy can be increased. It is a proxy based multiple cloud storage system ,it also address the problem of
cloud storage reliability.
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