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ABSTRACT 
Mobile ad hoc networks have attracted much attention due to their mobility and easy deployment. 

However, the wireless and dynamic nature of network renders them more vulnerable to various types of security 
attacks than the wired networks. The major challenge is to guarantee secure network services. The Clustering 
Problem in MANETs consists of selecting the most suitable nodes of MANET topology as clusterheads, and 
ensuring that regular nodes are connected to clusterheads such that the lifetime of the network is maximized. In 
this paper, Enhanced balanced clustering algorithm with distributed self-organization (EDSBCA) is proposed 
for cluster formation. Elliptic Curve Digital Signature algorithm (EC-DSA) based authentication scheme is 
implemented in clustering of MANET for securing the nodes in cluster. Extensive results demonstrate that the 
scheme is effective and efficient to guarantee security in mobile ad hoc networks. 
Keywords: cluster, ECDSA, EDSBCA, authentication, ECC, multi-hop,  
1.INTRODUCTION 

Mobile ad hoc networks (MANETs) have received increasing attention in recent years due to their 
mobility nature, dynamic topology, and ease of deployment. A mobile ad hoc network is a self-organized 
wireless network which consists of mobile devices, such as laptops, cell phones, and Personal Digital Assistants 
(PDAs), which can freely move in the network. In addition to mobility[2], mobile devices cooperate and 
forward packets with each other to extend the limited wireless transmission range of each node by multi-hop 
relaying, which is used for various applications e.g., disaster relief, military operation, and emergency 
communications [15]. Network is divided into clusters and EDSBCA algorithm is used for cluster formation. 

Security is one crucial requirement for these network services [1]. Hence cryptography algorithm is 
used here for security. The wireless and dynamic natures of MANET expose them more vulnerable to various 
types of security attacks than the wired networks. It is difficult to secure mobile ad hoc networks, because of the 
vulnerability of wireless links, the limited physical protection of nodes, the dynamically changing topology, and 
the lack of infrastructure. Another issue that has a major impact on the performance of a routing protocol is 
scalability [4]. Scalability is defined as the ability of a network to adjust and maintain its performance when the 
number of member nodes increases. In clustering the mobile nodes in a MANET are divided into different 
virtual groups, and they are allocated geographically adjacent into the same cluster according to some rules 
based on the algorithm with different behaviors for nodes included in a cluster [9]. A clusterhead normally 
serves as a local coordinator for its cluster, performing intra-cluster transmission, data forwarding and so on. A 
cluster gateway is a non-clusterhead node with inter-cluster links, so it can access neighboring clusters and 
forward information between clusters. A cluster member is usually an ordinary node. 

Elliptic curve cryptography (ECC) has ability to provide equivalent security as RSA but at much 
smaller key sizes and at fast rates [13]. The ECC based DSS is also called as Elliptic Curve Cryptography 
Digital Signature algorithm (ECDSA). It defines two important procedures for digital signature generation and 
verification based on domain parameters. This provides Authentication, Integrity and non reputation. ECC [11] 
has been considered for applications such as smart card encryption due to less storage requirements and fast 
rates. ECDSA consists of signature generation and signature verification phase. 
2.RELATED WORK 
 Cluster formation algorithm, DS-based clustering is based on routing a set of dominating nodes, which 
function as the clusterheads to relay routing information and data packets, is a technique in MANETs[5]. A DS 
is called a connected DS (CDS) if all the dominating nodes are directly connected with each other. Chen’s Wu 
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CDS Algorithm is distributed algorithm to find a CDS in order to design efficient routing schemes for a 
MANET. The objective of the two DS-based clustering schemes is to attempt to select a small number of mobile 
nodes as dominating. Both schemes form 1-hop clusters with dominating nodes serving as clusterheads. 
Compared with Wu’s algorithm, Chen’s algorithm can form fewer clusters, resulting in less overlapping cluster 
architecture by reducing the direct connection requirement between dominating nodes. 
 Low-maintenance clustering algorithm[8] is used to reduce the communication overhead caused by 
cluster maintenance. Low-maintenance clustering protocols usually aim at providing stable cluster architecture 
by reducing the re-affiliation rate and especially minimizes re-clustering situations. It eliminates the control 
overhead for clustering completely by constructing and maintaining cluster architecture based on data traffic 
forwarding. 
 LCC (Least Cluster Change) is considered to be a significant enhancement of Lowest ID Clustering. In 
LCC the clustering algorithm is divided into two steps: cluster formation and cluster maintenance. LCC 
significantly improves cluster stability but large communication overhead occurs. 3hBAC (3-hop Between 
Adjacent Clusterheads)[8] a non-overlapping cluster structure can be achieved with the introduction of cluster 
guest. This can reduce the number of clusters and eliminate small unnecessary clusters like LCC.  

In Lin’s Algorithm [8] every mobile node keeps its own ID and ID of its direct neighbors. Each mobile 
node that declares to be a clusterhead set its own ID as its cluster ID (CID). Initially, mobile nodes with the 
lowest IDs become cluster-heads. PC (Passive Clustering) is a clustering protocol that does not use dedicated 
clustering-protocol specific control packets or signals, so it is called Passive Clustering[14]. In PC, a node can 
be in one of the following four states: initial, clusterhead, gateway, and ordinary node. 

Weight-based distributed Clustering Algorithm (WCA)[5] can dynamically adapt itself with the ever 
changing topology of the network. This algorithm takes into consideration the degree, transmission power, 
mobility, and battery power of mobile nodes. WCA, can improve system performance, maintain network 
security, and have good generality. PCA algorithm adopts distance, relative speed and degree difference as 
metrics and selects proper CH and maintain cluster. Here energy consumption is not considered. 

The DSBCA algorithm is based on the connectivity density and the distance which is applied in 
wireless sensor network[7]. 

In security aspect nodes must be secured from attackers[6]. Hence various security schemes are 
adopted.  If data is secured and then node gets hacked by attacker then there is no use of security. Password 
authentication scheme in public key cryptography (PKC) is adopted for authentication in existing work[10]. 
Signature is generated to authenticate with nodes. 
3. PROPOSED SYSTEM 
 EDSBCA algorithm is adopted for effective cluster formation by electing suitable cluster head nodes. 
Security for the nodes in cluster is provided by ECC based algorithm ECDSA. 
3.1 Cluster formation 
 Cluster Head election is the key to cluster stability and this significantly improves network 
performance. Our Enhanced balanced clustering algorithm with distributed self-organization (EDSBCA) 
modifies the DSBCA to elect suitable CHs and partition the network into clusters. Specifically, our EDSBCA 
adopts distance, density, energy and velocity as metrics to periodically select proper CHs in a distributed 
manner[7], and nodes besides CHs select one CH to join, forming logically non-overlapped multi-hop clusters. 
Particular threshold value is set to medium for all parameters. When this condition is satisfied by any node then 
higher value node is chosen for electing CH. First, the nodes estimate the density with that higher density nodes 
become cluster-head. After the estimation, if both nodes have same density then distance is measured with 
member nodes minimum distance node here become cluster-head. Finally, distances are same then energy is 
considered and if energy is same then velocity is considered but only if the condition is satisfied. EDSBCA can 
be divided into three stages: cluster-head selecting phase, clusters building phase and cycle phase. 
Cluster Head Selecting Phase 

EDSBCA selects the random nodes to trigger clustering process first. Then the trigger node calculates 
its connected nodes density becomes the temporary cluster head. EDSBCA follows a distributed approach to 
build hierarchical structure in self-organizing mode without central control. 

Dk=(|(t,v) € E/t,v € Nk(u) U{u}|) / (| Nk

In this phase, nodes density, distance, energy and velocity are calculated then the nodes satisfying the 
condition are all selected with those nodes highest degree node is elected as cluster head. In the initial stage, the 
node U

(u)|) 

t triggers the clustering process and sends Hello messages to its k-hop neighbors. If both nodes have 
same density then distance is measured with member nodes minimum distance node here become CH. Finally, if 
distances are also same then energy is considered higher energy node become CH. If energy is same then 
velocity is considered. 
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When CH is elected then cluster head node broadcasts Head_message to its k-hop neighbors to declare 
itself as cluster head and asks them to join the cluster. Head_message includes the ID of cluster head node 
(HID), the ID of the sending node (SID) and the number of hops from the cluster head. In EDSBCA algorithm, 
if the node does not receive Head_message in waiting time T(w). (T(w) < T(k)), it declares itself the cluster 
head, where T(w) is waiting time, and T(k) is the refresh time related to distribution of nodes. The settings of 
T(w) and T(k) should ensure that each node in the network can find its own cluster head, and the algorithm 
restarts the clustering process after T(k) circularly. Figure 3.1 shows clustering distribution in this algorithm. 

Cluster Head

Cluster

 
Figure 3.1 EDSBCA Clustering 

Clusters Building Phase 
EDSBCA sets the threshold of cluster size. The number of cluster nodes cannot exceed the threshold to 

avoid forming large clusters, which will reduce extra overhead and thus reduce network lifetime. When the 
cluster head node receives Join_message sent by the ordinary node, it will compare the size of cluster with 
threshold to accept new member and update the count of cluster nodes if the size is smaller than threshold, or 
reject the request. 

Each member node of cluster maintains a cluster information table, which saves the HID, HD, SID and 
other information. If a node receives transmitting packet in work, it will update its cluster information table 
correspondingly. EDSBCA algorithm avoids the fixed cluster head scheme with periodic replacement to balance 
the node energy consumption. 
Cycle Phase 

The cluster is stable for a while until the process of reelecting cluster head is triggered in T(k). The 
cluster head gathers the weight of all member nodes, and then selects the node with highest weight as the next 
head node. The reelecting of cluster head occurs in the old cluster, so the broadcast of temporary head and the 
corresponding responses of all the k-hops neighbors are unnecessary. Here communication cost is reduced and 
the cycle continues. EDSBCA can form more reasonable cluster structure to avoid frequent exchange of the 
nodes information and temporary cluster head broadcasting after the first clustering. As a result, the energy 
consumption decreases effectively. EDSBCA maintains effectively stable clustering structure in which 
switching of cluster head often occurs in the same cluster. 
3.2 Security 
Elliptic Curve Digital Signature Algorithm (ECDSA) based authentication scheme 

Elliptic curve cryptography, the bit size of the public key needed for ECDSA is twice the size of the 
security level[12], in bits. By comparison, at a security level of 80 bits, for example an attacker requires the 
equivalent of about 280

Signature generation 

 signature generations to find the private key, the size of a DSA public key is at least 
1024 bits, whereas the size of an ECDSA public key would be 160 bits which is better. The ECDSA[3] is a 
variant of the Digital Signature Algorithm (DSA) that operates on elliptic curve groups, ECC. In order to 
involve in secure and trusted communication, both parties must concur upon Elliptic Curve domain parameters. 
It includes two steps. 

 Nodes want to communicate with the cluster send request to CH, it verifies the node and send a 
signature to requested node which consists of CH id, request node id and time of expiry which is encrypted in 
private key known only by CH. By using that it can communicate with the cluster member nodes.  
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Signature verification  
 When the member node receives the signature it decrypts it with the public key and verifies the CH and 
sending node id and time then it accepts communication. Hence ECDSA is adopted for signature generation and 
verification. This scheme is effective here in authentication, integrity and confidentiality. 
4. CONCLUSION 

Clustering provides better performance of the protocols by improving throughput, scalability, power 
consumption and reduces redundancy. Due to the mobility and dynamic nature, the mobile ad hoc networks are 
much more prone to various kind of security risks, such as information disclosure, intrusion, or even denial of 
service attacks. Maintenance of MANET is easier with clustering. Cluster-based MANET has many important 
issues to examine, such as the cluster structure stability, the control overhead of cluster construction and 
maintenance, the energy consumption of mobile nodes, the load distribution in clusters and also security is a 
major problem. 

Clustering algorithms Wu’s CDS algorithm, Chen’s WCDS algorithm, LCC, 3hBAC, Lin’s algorithm 
require the assumption of frozen period of motion for mobile nodes. PC does not depend on this stationary 
assumption because it is based on a “first claim wins” solution for the initial cluster formation. WCA causes 
computing and communication overhead in maintaining nodes weight. 

Our proposed EDSBCA algorithm for cluster formation elects suitable CHs and maintain cluster 
effectively. It reduces communication cost, improves the network life cycle significantly. The ECC offers more 
security per bit than any other standardized public key cryptography scheme. Smaller key size, high 
performance, lower computational cost, and a relatively fast signature generation can be achieved through 
ECDSA. Wireless devices are rapidly becoming more dependent on security features such as the ability to 
secure email, secure Web browsing, and virtual private networking to corporate networks, where ECC allows 
more efficient implementation of all of these features. 
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