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Abstract— Due to vast usage of internet large amount of exchange has been done over the web. Now a day in the
world of internet, many pirated video uploaded on the internet. Video Piracy becomes a serious problem. The
mounting interest with reference to digital watermarking throughout the last decade is certainly due to the increase
in the need of copyright protection. Video Watermarking plays an important role in copyright protection. In this
paper, we introduce the survey of various technique that are available for digital Video Watermarking and features
required to design a robust watermarked video for valuable application and focus on various domains of video
watermarking techniques.
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l. INTRODUCTION

Digital video watermarking is a new technology used for copyright protection of digital media. Digital
watermarking attracted the attention of Researchers during the early to mid. One of the primary motivations for
applying watermarking is the protection of intellectual property rights video watermarking is characterized by
the temporal and inter frame characteristics, which require specific approaches for video watermarking. The
watermarking concept is similar to the stegnography. In stegnography they give the stress on the concept of
Encryption and Decryption, also the main idea of stegnography is the embedding of secret information into data
under the assumption that others cannot know the secret information in data. The main idea of watermarks is to
check the logo embedded in data or not.

Watermarking has existed since approximately the many years and in the past watermarks was used on
the papers to identify from which mill which it was produced. Watermarking is an important mechanism applied
to physical objects like bills, papers, garment labels, product packing. Physical objects can be watermarked
using special dyes and inks or during paper manufacturing. The term “watermark” was probably originated from
the German term “wassermarke”. It plays a major role in the paper industry. Watermark is of two type visible
watermark and invisible watermark. Both watermarks give the security to the video, image and document. But
invisible watermark is having advantage over visible watermark such that visible watermark visible to human
eyes so attacker can easily attacked on this by frame cropping, frame averaging like operation. So all researcher
are interested in invisible watermark which they embed in Digital video. The watermarking scheme that allows
extraction of embedded information using the original, unwatermarked data is known as non-blind
watermarking scheme, otherwise it is known as blind.

The basic components involved in robust watermarking are watermark embedding, attack, and
watermark detection. In watermark embedding, a watermark signal (Text, image or audio etc) is constructed and
then embedded into an original signal (Video in context with this paper) to produce the watermarked signal.
Once embedding is done, the watermarked video can be subjected to various attacks. During watermark
detection, the watermark detector is given a test signal that may be watermarked, attacked or not. The
watermark detector reports whether the watermark is present or not on examining the signal at its input. The
figurel shows watermark embedding in which video is taken as an input and watermark W is embedded using
the watermarking algorithm.
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Figurel. Watermark Embedding

A. Properties of Digital Video Watermark
For digital watermarking of video, the different characteristics of the watermarking are given below.

Invisibility: The digital watermark that we embed should be invisible to the human eyes. So that
attacker does not aware the presence of watermark.

Robustness: robustness refers to the Attack that should be performing on watermarked video and
analyze how it shows the resistant to various type of attack. a video watermark is highly robust then it
can say that it having more resistant power. High robustness preserves the quality of video.

Perceptible: A digital watermark is called perceptible if the presence of that mark is noticeable.
Achieving the Imperceptibility is great task for researcher.

Capacity: capacity refers to the length of the embedded message into digital video.

Fidelity: It is the similarity at the point at which the watermarked content is provided to the customer
that count weather video given to the customer is degraded or not. A watermark is said to be high
fidelity if degradation it causes is very difficult for a viewer to see.

Computational Cost: it refers to the cost or time required for embedding and extracting the watermark
from the digital video. For better working digital video watermarking scheme computational cost
should be minimized.

Interoperability: it refers, the watermark should remain in video even the compression and
decompression operations are performed on that video.

Blind/informed detection: in the Informed watermarking schemes the detector requires access to the
unwatermarked original video. In Blind watermarking Detectors do not require any original
information.

False positive rate: A false positive refers detection of watermark information from a digital media
such as video, image that does not actually contain that watermark.

B. Digital Video Watermarking Application
Digital video watermarking has huge application in the field of digital media which are as follows.

ISSN

Copyright Protection: Traditional textual copyright notices “Copyright date owner” “© date owner”
“Copr. Date owner But Disadvantages for textual copyright notices it is easily removed from a
document when it is copied and Copyright notices printed on the physical medium are not copied along
with the digital content. Since watermarks are imperceptible and inseparable from the work, they are
obviously superior to textual copyright

Source tracking: Watermark information is embed in the product that company will have to send from
source to a particular destination. For tracking the product information is extracted from that product
and checks it with a original.

Broadcast Monitoring: TV or radio advertisements should be monitored to prevent airtime
overbooking. Watermarking is an obvious alternative method of hiding identification information
Fingerprinting: A watermark is embedded in the video which will give protection to the video so that
no can make the copy of video. It is use in Movie piracy. In this, we embed the name of person who
made the First copy of the video and giving protection of the video.

Video Authentication: using watermark it will check weather particular video is authenticated or not.
This will give protection to that video.
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Copyright Protection: the embed watermark in video identifying the copyright owner, in digital
multimedia data. it shows the ownership of the video.

Tamper proofing: Tamper proofing refers to a watermarking system’s resistance to hostile attacks.
Attacks are of two type active attack and passive attack. In active attack the attacker tries to remove the
watermark or make it unnoticeable. In passive attack it only checks whether the watermark is present or
not.

Content authentication: it refer to that weather content are authenticated or not.

Media digital rights management (DRM) in content supply chain.

Security: For transferring sensitive video from source to destination there is a chance of attack by third
person on that video, so to prevent this watermark is embedded in that video which will provide the
security to that video. The ability to resist hostile attacks, unauthorized removal, Eliminating attacks,
Masking attacks and

Collusion attacks. Due to high security unauthorized embedding is not possible.

Information Hiding: Making the information imperceptible that is invisible to the human eyes and
Keeping the existence of information secret.

Copy Control: Watermarking in copy control Combining every content recorder with watermark
detector When a copy-prohibit watermark is detected, the recording device will refuse to copy.

Video Watermarking Attack

The attacks on video watermarking are frame dropping, frame averaging, statistical analysis, lossy

compression, cropping and various signal processing and geometrical attacks. There are two type of attack
intentional and unintentional attack. Intentional attack is like adding noise and unintentional attack are like
compression of the video.Figurel shows various attacks that perform on watermark video.

Attack Class

Lossy Compression
PSNR

Add Noise

Median Filter

Row / Column Removal
Cropping

Rescale

Rotation

Figurel. Various Attacks on watermark video

Il. RELATED WORK

Many digital watermarking schemes have been proposed in the literature for Digital video watermarking.

Invisible robust Video watermarking

Techniques
\ 4
Spatial Domain method Frequency Domain MPEG coding structure
method based method

Figure2. Classification of Video watermarking method.
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A classification of the existing video Watermarking techniques is divided in three main categories.
A. Watermarking in Spatial Domain
B. Watermarking in Frequency Domain
C. Watermarking in MPEG coding structure based domain
A. Watermarking in Spatial Domain
The following characteristics of spatial domain methods are
a) The watermark is applied to the pixel or coordinate domain.
b) No transforms are applied to the host signal during watermark embedding.
c) Combination with the host signal is based on simple operations, in the pixel domain.
d) The watermark can be detected by correlating the expected pattern with the received signal
1. Correlation-Based method

For watermark embedding, correlation properties of additive pseudo-random noise patterns as applied
to a Video frame are used. A code W(X, y) is added to the covert video frame I(X, y). According to (1)

1(x, y) = lw (X, y) +K*W(X, y) @)

Where K denotes the gain factor and Iw is the resulting watermarked video frame. Increase in K
increases the robustness of watermark at the expense of quality of the watermarked image. To recover the
watermark, the video frame is embed with the same key and the correlation between the noise pattern and the
watermarked image is calculated. If the correlation exceeds a certain threshold T, the watermark is detected and
a single bit is set. This method is easily extended to a multiple-bit watermark by dividing the image into blocks
and performing the above procedure independently on each block. The algorithm is modified by pre-filtering the
video frame before applying the watermark, and then increasing the higher resulting correlation. If the
correlation exceeds a certain threshold T, the watermark is detected, and a single bit is set. This method can
easily be extended to a multiple-bit watermark; this is done by dividing the image into blocks, and performing
the above procedure independently on each block. The algorithm can be improved in a numerous ways. Firstly,
the notion of a threshold is used for determining a ’1’ or ’0’ can be eliminated by using two separate
pseudorandom noise patterns. One pattern is designated as a logical *1’ and the other a ’0’. The above procedure
is then performed once for each pattern, and the pattern with the higher resulting correlation is used. This
increases the probability of a correct detection, even if the image has been subjected to an attack [19].

2. Least Significant Bit Modification method

It is simple method of watermarking. Initially it had been applied in image watermarking where image
was seen as a matrix. Image is viewed as a 1 or 0 format. In the LSB domain we change the least significant bit
from 1 to 0 and 0 to 1. The information of digital image s is represented by an array of value. These value

represent the intensities of the three color describe a pixel that is red, green and blue. It is the most known
method for hiding the information in images, video and audio.

Video frame is described in terms of pixel and pixels of a grey level video frame are represented by an
8-bit data value, the video frame can be sliced up into an 8 bit planes. The least significant bit plane of video
frame does not contain visually significant information so it can easily be replaced by a huge amount of
watermark bits.

B. Watermarking in Frequency Domain

The Frequency domain base method are Discrete cosine Transform (DCT), Discrete Fourier
Transform(DFT), Singular value decomposition(SVD), Principal Component Analysis(PCA) and Discrete
wavelet transform(DWT) which used as the methods of data transformation.. The frequency domain methods
are comparatively more robust than the spatial domain watermarking schemes, mainly in cropping, scaling,
noise intrusion, lossy compression, pixel removal, frame removal, frame averaging and rotation.

1. Discrete Cosine Transform
Features of DCT are
e The Characteristics of DCT coefficients must utilize few coefficients for providing excellent signal
approximations.
e Since the frequency components are ordered in a sequential order, starting with low frequency, mid
frequency and high frequency components, a proper selection of the components can be prepared.
e The most of the high frequency coefficients are zero. When represented by smooth block.
e Anedge block is represented, if the low frequency coefficients have large absolute values.
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DCT is faster and can be implemented in O (n log n) operations. DCT is highly used method in image
watermarking. DCT gives accurate result using DCT method. Using The Discrete cosine transform image get
decompose into different frequency bands, and we are interested in middle frequency band. In this watermark
information is easily embed into the middle frequency band of the. The middle frequency bands are chosen
because it avoids the most visual important parts of the image which is off low frequency without exposing
themselves to removal through compression and noise attacks. This is important method for video processing.
DCT gives accurate result in video watermarking also and show the resistance against various attacks. Discrete
cosine transform has a advantage that it break a video frame is into different frequency bands, which make it
more easier to embed watermarking information into the middle frequency bands of an video frame.DCT also
improve the Peak signal to noise ratio. Also DCT is more robust against various attack such as frame averaging,
frame dropping [3].

2. Discrete Fourier Transform

The frequency of the host signal is controlled by The Discrete Fourier Transformation. This is a multi-
bit watermarking technique for video sequences. An N-bit message is embedded in one unit of video fragment,
in which a scene is employed as a watermarking unit. The proposed algorithm is fundamentally based on the
three-dimensional discrete Fourier transform (DFT). In order to generate a watermark with optimum weighting
factors, the perceptual properties for all the three-dimensional DFT coefficients should be computed, but this
strategy seems to be undesirable due to the high computational complexity. So, we design a perceptual model of
an image in the DFT domain, and apply it to the video watermarking. The proposed perceptual model is
expected to give high fidelity and effective, compared to fully calculate visual masks, since it derives all the
masks from one reference mask with a well-known estimation method. Through the computer simulations, it
will be shown that the proposed watermarking algorithm with the perceptual model yields effective performance
for fidelity. The DFT method select the good area where watermark information is embed and give more
perceptibility and robustness [13].

3. Singular value decomposition (SVD)

Singular Value Decomposition (SVD) is mathematical technique for diagonal matrices in that the
transformed domain consists of basis states that are optimal. The singular value decomposition (SVD) is a
method of representing a image in a matrix for with many application in image processing. The singular value
decomposition of a complex matrix X is given by (2)

X=U zv* 2

Where U is an m x m real or complex unitary matrix, ¥ is an m X% n rectangular diagonal matrix with
nonnegative real numbers on the diagonal, and V* is an n x n real or complex unitary matrix. The diagonal
entries of X are called the singular values of A and are assumed to be arranged in decreasing order the columns
of the U matrix are called the left singular vectors while the columns of the V matrix are called the right singular
vectors of A. Singular value of the matrix shows the luminance of an video frame layer while the corresponding
pair of singular vectors specifies the geometry of the video frame layer. In the SVD-based watermarking, an
video frame is treated as a matrix, which further broke by SVD base method into the three matrices such as U,
> and V. the small changes in the elements of matrix3. does not affect visual perception o f the quality of the
cover video frame, SVD-based watermarking algorithms add the watermark information to the singular values
of the diagonal matrix > in such a way to meet the imperceptibility and robustness requirements of effective
digital image watermarking algorithms.

In SVD based watermarking, proposed two effective, robust and imperceptible video watermarking
algorithms. The two algorithms are based on the algebraic transform of Singular Value Decomposition (SVD).
In the first algorithm, watermark bit information are embedded in the SVD-transformed video in a diagonal-
wise fashion, and in the second algorithm bits are embedded in a blocks-wise fashion. The concert of the two
proposed algorithms evaluated on the verge of imperceptibility, robustness and data payload. Both algorithms
showed similar but high level of imperceptibility, however their performance varied with respect to robustness
and payload. The diagonal-wise based algorithm achieved better robustness results, while the block-wise
algorithm gave higher data payload rate. Each algorithm embeds the watermark in the transform-domain Y CbCr
space thus spreading the watermark in each frame of the video. The first algorithm suggests hiding watermark
information in a diagonal-wise manner in one of three SVD matrices; U, S and V. On the other hand, the second
algorithm hides the watermark information in a block-wise manner in either the U or V matrices [15].

4. Principal Component analysis

Principal component analysis (PCA) is a process or method which uses an orthogonal transformation
procedure to change a set of observations of possible correlated variables into a set of values of uncorrelated
variables which we called as principal components. The number of principal components is not greater than
equal to the number of original variables. PCA highlights the similarities and dissimilarities of the data. Since
patterns in data are difficult to find in data of high dimension, graphical representation is not available, PCA is a
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powerful tool for examining data. The other major advantage of PCA is to identify patterns in the data and then
the data is compressed by reducing the number of dimensions, without a lot of information loss. It plots the data
into a new coordinate system where the data with maximum covariance are plotted together and is known as the
first principal component.

The main thing that are observed that purpose of embedding the watermark in the video frame
performed for robustness reasons by inserting in each color channel of each frame while the PCA based
watermarking scheme allowed to select the appropriate area of PCA coefficients for embedding and we could
analyzed that it is always possible to watermark a color video file without affecting its perceptual quality [16].

5. Discrete Wavelet Transform

Discrete wavelet transform (DWT) is a tool for continuously decomposing an image. DWT is the
multi-resolution description of an image. The DWT splits the signal into high and low frequency parts. The high
frequency part contains information about the edge components, while the low frequency part is split again into
high and low frequency parts. As the human eyes are less sensitive to the changes in the edges the high
frequency components are used for watermarking. There is various level of decomposition, after the first level
of decomposition, there are 4 sub-bands: LL1, LH1, HL1, and HH1. For each successive level of
decomposition, the LL sub band of the previous level is used as the input. To perform second level
decomposition, the DWT is applied to LL1 band which decomposes the LL1 band into the four sub bands LL2,
LH2, HL2, and HH2. To perform third level decomposition, the DWT is applied to LL2 band which decompose
this band into the four sub-bands: LL3, LH3, HL3, HH3.if we increase the level of decomposition for
embedding the watermark then proposed video watermarking scheme made much robust.

LL2 HL2
HL1

LH2 HH2

LH1 HH1

Figure3. 2- Level DWT sub-bands

In this, proposed a digital video watermarking technique based on identical frame extraction in 3-Level
Discrete Wavelet Transform (DWT). In the proposed method, first the host video is divided into video shots.
Then from each video shot one video frame called identical frame is selected for watermark embedding. Each
identical frame is decomposed into 3-level DWT, and then select the higher sub band coefficients to embed the
watermark and the watermark are adaptively embedded to these coefficients and thus guarantee the perceptual
invisibility of the watermark. For watermark detection, the correlation between the watermark signal and the
watermarked video is compared with a threshold value obtained from embedded watermark signal. The
experimental results demonstrate that the watermarking method has strong robustness against some common
attacks such as cropping, Gaussian noise adding, Salt & pepper noise adding, frame dropping and frame adding
Index [14].

6. Discrete Wavelet Transform and Principal component analysis

In this paper, a hybrid approach for digital video watermarking is introduced, where a watermark logo
is embedded into the video frames. Each video frame is decomposed into sub-images using 2 level discrete
wavelet transform then the Principle Component Analysis (PCA) transformation is applied for each block in the
two bands LL and HH. ). PCA helps in reducing correlation among the wavelet coefficients obtained from
wavelet decomposition of each video frame thereby dispersing the watermark bits into the uncorrelated
coefficients the watermark is embedded into the maximum coefficient of the PCA block of the two bands. The
proposed scheme is tested using a number of video sequences. Experimental results show high imperceptibility
where there is no noticeable difference between the watermarked video frames and the original frames. The
proposed scheme shows high robustness against several attacks such as JPEG coding, Gaussian noise addition,
histogram equalization, gamma correction, and contrast adjustment [9].

C. Watermarks Based on MPEG Coding Structures

Digital Video watermarking method that uses MPEG-1, MPEG-2 and MPEG-4 coding structures as
primitive components are mainly used with a the aim of combining watermarking and compression to reduce
real-time video processing complexity. One of the major disadvantages of method based on MPEG coding
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structures is that they are highly susceptible to re-compression with different parameters, as well as conversion
to formats other than MPEG.

The motivation of combining the compression with watermarking introduce the techniques that use
MPEG-2 or MPEG- 4 coding structure as the basic components. These techniques apply for real-time
applications to reduce the overall time of processing. The method of block based compression such as MPEG-2
remove the temporal redundancy by using forward and bi-directional prediction, and statistical methods to
remove spatial redundancy. The main drawbacks of this method are re-compression with other parameter or
converting the compression format to another format is not being able to be done. It is easy for Employing cloud
watermark for authenticating compressed MPEG-2 videos which is also able to differentiate malicious attacks
from natural processing. In this method, the video is initially separated into video shots and the feature vectors
are extracted. These feature vectors act as watermarks which will be embedded into the videos. The cloud model
is used to demonstrate the randomness and fuzziness which exist in language values largely and the relationship
between them, a kind of transforming model between qualitative concept and its numerical representation. The
authentication process is done by a comparison between the watermark derived from the extracted cloud drops
and scrambled and modulated features of the received video shots. Tamper detection is promised in this work
although very limited attacks have been tested on this method, so the performance still remained a question.
However, they could make an improvement by using some unique characteristics of each shot in cloud
generating [17] [18].

I11. CONCLUSION AND FUTURE SCOPE

It is observed from the work of various researchers that different method was proposed for digital video
watermarking. Through all these method we can solve the problem of Video piracy but there is need to combine
the existing method and try to develop a new hybrid method for digital video watermarking which will give the
better result against various attacks and preserving the quality of video.

In the future, researcher may try to combine all the previous method for digital video watermarking and
try to develop a new Hybrid approach of video watermarking which gives more accurate result against various
type of attack and also improve the PSNR value.
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