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Abstract- Authentication is the process of determining whether someone or something is, in fact, who or 
that it is declared to be. It is a client-server based protocol by which a server identifies the identity of a 
remote client when it logs on to the server through unsecured network. In private and public computer 
networks, authentication is commonly done through the use of logon passwords. Each user registers 
initially or is registered by someone else, using an assigned or self-declared password. On each 
subsequent use, the user must know and use the previously declared password. Internet business and 
many other transactions require a more stringent authentication process. This paper proposes a new 
authentication protocol to authenticate remote users using elliptic curves. The proposed protocol has 
three phases- registration phase, login phase, and authentication phase. When a genuine user wants to 
login the computer system, he has to key in his identity, password and private keys. 

Keywords- Authentication, RSA, Elliptic Curve, Elliptic Curve Discrete logarithm Problem. 

 
I. INTRODUCTION 

In today’s information age, information is treated as a very important asset. Information security is a 
matter of great concern and importance for us and so we must do everything possible to protect our information. 
With the introduction of computer networks, a new requirement has come up in the picture when the 
information is accessed from a remote computer i.e., authentication. So, the need for the public-key 
cryptography comes into play. RSA is a public-key cryptography algorithm and it is presently used in both 
encryption and authentication but it is very slow in actual practice. Elliptic Curve Cryptography is one of a few 
public-key algorithms that can be used in the same place where RSA is used. 

 
II. MAIN CONCERN OF RSA 

One of the main concerns of RSA is its huge key length used in today’s Internet security algorithms. An 
RSA key length of 1024 bits is used in web site logins but for high-security applications such as online financial 
fund transfers or for data that need to remain confidential for more than a few years; a 2048-bit key is used. Life 
is changing fast, computers become more and more powerful and, therefore, security requirements constantly 
change resulting in the demand for higher keys. What is perfectly acceptable and more than enough today may 
not be sufficient enough tomorrow.  But a larger key has a serious problem in practice for the decryption is very 
slow and the size of ciphertext also becomes huge considerably. What worries us a lot is the speed of the 
decryption as the decryption takes place at the server. Smaller parameters can be used in Elliptic Curve 
Cryptography (ECC) than with RSA system at a given security level. The advantages that can be gained from 
smaller parameters include faster computations, smaller keys and certificates. 

 
III. ELLIPTIC CURVE 

Elliptic curves are a specific class of algebraic curves. The “Weierstrass form“of an elliptic curve 
equation is [2, 4]:- 

2 3 2
1 3 2 4 6:E y a xy a y x a x a x a+ + = + + +  

The constant 1 2 3 4 6, , , ,a a a a a  and the variables ,x y  can be complex, real, integers, polynomials, 
or even any other field elements. But in practice we must specify which field, F, these constants and the 
variables, ,x y  belong to and 0Δ ≠ , where Δ  is the discriminant of E and is defined as follows [2,4]:- 
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We say that E is defined over K when the coefficients 1 2 3 4 6, , , ,a a a a a  (and of course, the variables x and y) 

of the equations come from the elements of the field K. So, we sometimes write ( )E K to emphasize that E is 
defined over K, and K is called the underlying field. 
 
A.  Elliptic Curve over prime Galois Fields 

 

An elliptic group over a prime Galois Field uses a special elliptic curve of the form  
2 3mod mod( ) ( )y p x ax b p= + +  

 where , ( ),0a b GF p x p∈ ≤ ≤  and 3 2 mod16(4 27 ) 0a b p− + ≠ . The constants a and b are non-negative 

integers smaller than the prime p. The condition that  3 216(4 27 ) mod 0a b p− + ≠  implies that the curve has no 
“singular points” [2,4]. 

B. Group Law 
The mathematical property that makes elliptic curves useful for cryptography is simply that if we take 

two distinct points on the curve, then the chord joining them intercepts the curve in a third point for because we 
have a cubic curve. If we then reflect that point in the x-axis we get another point on the curve as  the curve is 
symmetric about the x-axis. This is the “sum” of the first two points. Together with this addition operation, the 
set of points ( )E K  forms an abelian group with 0 serving as its identity [2,4]. It is this group that is used in 
the construction of elliptic curve cryptographic systems. 

 
Group law for 

2 3y x ax b= + +  over ( ).GF p  
(1) Identity: 0 0P P P+ = + =  for all ( ).P E K∈  
(2) Negative: If ( , ) ( )P x y E K= ∈ , then ( , ) ( , ) 0x y x y+ − = . The point ( , )x y− is denoted by -P 

and is called the negative of P; note that -P is indeed a point in ( )E K . Also, 0 0− = . 
 
(3) 

Point addition: Let 1 1( , ) ( )P x y E K= ∈ and 2 2( , ) ( )Q x y E K= ∈ where P Q≠ ± .Then 

3 3( , )P Q R x y+ = , where 2
3 1 2 3 1 3 1, ( )x x x y x x yλ λ= − − = − −  and  2 1

2 1

.y y

x x
λ −=

−
 

(4) Point doubling: Let 1 1( , ) ( )P x y E K= ∈ , where P P≠ ± . Then 3 32 ( , ),P R x y=   where 

2
3 1 3 1 3 12 , ( )x x y x x yλ λ= − = − −  and 1

2

1

3
.

2
x a

y
λ

+
=  

The geometrical interpretation of the above group law is given here. Let’s take a point ( , ).P x y=  The 
formula for finding is ( , )P P x y− − = −  as shown in the fig. 1. 
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Fig.1.Negative of a Point Fig. 2.  Addition of two Points 
 

We can define the addition of any two points on an elliptic curve by drawing a line between the two 
points and finding the point at which the line intersects the curve. The negative of the intersection point is 
defined as the “elliptic sum” of the two point and is shown in fig. 2.  Mathematically we write: 

R = P + Q. 
This “addition” satisfies all the usual algebraic properties that we associate with integers, provided we 

define a single additional point “the point at infinity”, which plays the role of 0 in the integers. In mathematical 
terms, we can define a finite additive abelian group on the points of the curve, with the zero being the point at 
infinity.  

 
Fig. 3. Doubling a Point 

 
If 1 1( , ),P x y= then the double of P, denoted by, 3 3( , )R x y= , is defined as follows. First draw the 

tangent line to the elliptic curve at P. This line intersects the elliptic curve in a second point. Then R is the 
reflection of this point in the x –axis. This is depicted in fig. 3. We can extend this idea to define 

3 ,P P P P+ + = and extending this idea further, we can define ...P P P k+ + + + times kP= , for any 
integer k, and hence define the order of P, being the smallest integer k such that 0kP = , where 0 denotes the 
point at infinity.  IV.  HASSE THEOREM  

Let E be an elliptic curve defined over qF . The number of points in ( )qE F , denoted by # ( )qE F , is 

called the order of E over qF . Then Hasse’s theorem says that the order of ( )qE F  satisfies the inequality-   

1 2 # ( ) 1 2 .qq q E F q q+ − ≤ ≤ + +  

For example, let E be the elliptic curve 2 3 10 21y x x= − +  over (557).GF  Hasse’s theorem says 

that the order of 557( )E F  satisfies the inequality given below:- 
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557

557

557 1 2 557 ( ) 557 1 2 557

i.e, 511 ( ) 605.

E F

E F

+ − ≤ ≤ + +

≤ ≤  

 
V. SECURITY OF ECC 

Let E be an elliptic curve defined over a finite field and let, P be a point (called base point) on E of order 
n and k is a scalar. Calculating the point Q kP= from P is very easy and Q kP= can be computed by repeated 
point additions of P. However, it is very hard to determine the value of k knowing the two points: kP and .P  
This lead leads to the definition of Elliptic Curve Logarithm Problem (ECDLP) [11], which is defined as: 
“Given a base point P and the pointQ kP= , lying on the curve, find the value of scalar  k”. The integer k is 

called the elliptic curve discrete logarithm of Q to the base P, denoted as log .Pk Q=  
 

VI. PROPOSED AUTHENTICATION PROTOCOL 
Before we explain our protocol, we give a few important notations used in this section. 
 

 Alice: The user. 
 Bob: The authentication server. 
 ( , )ABID x y : Identity of Alice and is a point on Bob’s curve. 

 ( , )ABPW x y : Password of Alice and is a point on Bob’s curve.  

 : ( , ) ( , )A Bf R X Y R X Y→ : A mapping function that is used to map a point from 
Alice’s curve to a point on Bob’s curve. 

 :⊕  
The concatenation operator. 

The proposed protocol has three phases, registration phase, login phase, and authentication phase and 
each of them is explained below. 
 
A. Registration Phase 

 
We use two different curves in this protocol. One curve is used by Alice and the other curve is used by 

Bob. Each one of them exchanges with each other the curve parameters ( , , , , , , )D q FR a b G n h=  comprising 
of the following:- 

 
q is the order of the field used 
FR Field representation used for elements of qF . 

,a b  ,a b  in 2 3y x ax b= + +  
G base point of the curve 
n order of the base point 
 
h cofactor and 

# ( )qE F
h

n
=  

The exchange can take place in an unsecure medium as the curves are public. 
Bob chooses using his curve a private key Bd such that [1, 1]B Bd n∈ −  and  a public key 

( , ) . ( , ).B B BQ x y d G x y=  

Alice chooses m integers 1 2, ,..., [1, 1]A A Am Ad d d n∈ −  as his private keys. He then chooses m points 

1 2( , ), ( , ),...,A AP x y P x y  and ( , )AmP x y  on his curve. Then, he calculates a point 

1

1 1 2 2

( , ) . ( , )

. ( , ) . ( , ) ... . ( , ).

m

D Ai Ai
i

A A A A Am Am

P x y d P x y

d P x y d P x y d P x y
=

=

= + + +

  

His public key is the tuple ( )1 2( , ), ( , ), ( , ),..., ( , ) .D A A AmP x y P x y P x y P x y  
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Alice submits his public key  ( )1 2( , ), ( , ), ( , ),..., ( , )D A A AmP x y P x y P x y P x y  to Bob for registration. 
Bob calculates Alice’s identity and password as 

( )( , ) ( , )
( , ) . ( , ).

AB D

AB B AB

ID x y f P x y

PW x y d ID x y

=
=

 

Then Bob issues to Alice the public parameter ( , )ABID x y . This value is unique for every user, and 

maintained by Bob. Bob also despatches ( , )ABPW x y to Alice through a secure channel. 
 
B.  Login Phase 

 
When Alice wants to login to Bob, he keys in ( , ), ( , )AB ABID x y PW x y  and his private keys. Then 

Alice will perform the following steps: 
(1) Generates m random numbers 1 2, , ...,A A Amr r r  and calculates a point 

1
( , ) . ( , )

m

R Ai Ai
i

P x y r P x y
=

=  

(2) Send the login request message ( )( , ), ( , )AB RID x y P x y  to Bob. 
 
(3) 

Then Bob calculates an integer 

( )( , ) ( , ) .B C B AB ABe g T ID x y PW x y= ⊕ ⊕  Here, CBT is the current timestamp of Bob. 

Bob sends Be   to Alice.  
(4) Alice keys in his private keys, password and calculates the followings:- 

 

( )

1 1 1

2 2 2

( ) .
( ) .
( ) ...
( ) .
( ) ( , ) . ( , )
( ) ( , ) ( , ) . ( , )
( ) ( , )
( ) ( , ) . ( , )

A A B A

A A B A

Am Am B Am

A B AB

A A B AB

A CA B AB

A A A

i x r e d

ii x r e d

iii

iv x r e d

v C x y e ID x y

vi D x y C x y e PW x y

vii t g T e PW x y

viii E x y t G x y

= +
= +

= +
=
= +

= ⊕ ⊕
=

 

(5) Alice sends the tuple ( )1 2, ,..., , ( , ), ( , ), ( , ), ( , ),A A Am A AB A A CAx x x C x y ID x y D x y E x y T  to 

Bob. Here CAT  is the current timestamp of the Alice. 
 

C.  Authentication phase 
 

Bob receives the login request and performs the following steps: 
 

(1) Check whether ( , )ABID x y   is a valid user identity, if not, then Bob rejects the login request. 

(2) Check, whether ( )CB CAT T T− ≤  , where CBT  is current timestamp and T  is the 

permissible transmission delay. If T is not reasonable, then Bob rejects the login. 

 
(3) 

Bob calculates ( )( , ) ,B CA B ABt g T e PW x y= ⊕ ⊕ where CAT is the timestamp sent by 
Alice. 
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(4) Evaluate the following equations 

1

( ) ( , ) . ( , ) . ( , ) (1)

( ) ( , ) ( , ) ( , ) (2)

( ) ( , ) . ( , ) 0 (3)

m

R Ai Ai B D
i

A B A A

A B A

i P x y x P x y e P x y

ii D x y d C x y C x y

iii E x y t G x y

=

 = − 
 

− =

− =


 

 
If any of the above equations is not satisfied, then login is rejected otherwise login is allowed. 

(5) If the login request is rejected three times then automatically the user account is locked for the 
day. 

 
D.  Algorithms 

To show that my protocol is practical, I describe an efficient algorithm for each required operation.  
 
Algorithm 1.  Bob’s Private and Public Keys generation 

INPUT: Domain parameters ( , , , , ( , ), , )B B B B B B B BD q FR a b G x y n h=  
OUTPUT: Bob’s Private and Public key. 

1. Select [1, 1]B Bd n∈ − . 

2. Compute ( , ) . ( , ).B B BQ x y d G x y=   

3. Private Key .Bd←  

4. Public Key ( , ).BQ x y←  
5. Return (Private Key, Public Key). 

End Algorithm. 
 

The run time complexity of the above algorithm 1 is discussed below. I will assume that 
# ( )q BE F n h=  where Bn  is prime and h is small (so Bn q≈ ), and multipliers such as Bd  are randomly 

selected integers from the interval [1, 1]Bn − . The number of digits in the binary representation of Bd  is 

denoted by t [ ]2where log .t q≈  Hence the expected running time of Algorithm 1 is approximately 
2
t

 

point additions(A) and t  point doublings(D), denoted by 

.
2
t A tD+  

Algorithm 2.  Alice’s Private and Public Keys generation 

INPUT: Domain parameters ( , , , , ( , ), , )B A A A A A A AD q FR a b G x y n h=  
OUTPUT: Alice’s Private and Public key. 

1. Select m integers 1 2, ,..., [1, 1].A A Am Ad d d n∈ −  

2. Chooses m points 1 2( , ), ( , ) ,..,A AP x y P x y  and ( , )AmP x y  on his curve. 
3. Compute the following point on his curve. 

1

1 1 2 2

( , ) . ( , )

. ( , ) . ( , ) ... . ( , ).

m

D Ai Ai
i

A A A A Am Am

P x y d P x y

d P x y d P x y d P x y
=

=

= + + +

   

4.   Private Key ( )1 2, ,..., .A A Amd d d←  

5.   Public Key ( )1 2( , ), ( , ), ( , ) ,..., ( , ) .D A A AmP x y P x y P x y P x y←  
6.   Return (Private Key, Public Key).  

End Algorithm. 
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To estimate the run time complexity of the algorithm 2, I will assume that # ( )q AE F n h=  where An  is 

prime and h is small (so An q≈ ), and the multipliers 1 2, ,...,A A Amd d d  are randomly selected integers from 

the interval [1, 1]An − . The number of digits in the binary representation of each Aid  is denoted by 

t [ ]2where log .t q≈  Hence the expected running time of Algorithm 2 is approximately 
2
t

m  point 

additions(A) and xm t   point doublings(D), denoted by 

1

( 1)
2

.
2

m

m m A

t A mtD m A

t mtD + − + 
 

+ + −

=
 

 
Algorithm 3.  Alice’s Identity and Password generation 

INPUT: Alice’s Public key ( )1 2( , ), ( , ), ( , ) ,..., ( , ) .D A A AmP x y P x y P x y P x y  
OUTPUT: Alice’s Identity and Password. 

1. Compute ( )( , ) ( , ) .AB DID x y f P x y=  

2. Compute ( , ) . ( , ).AB B ABPW x y d ID x y=  

3. Identity ( , ).ABID x y←  

3. Password ( , ).ABPW x y←  
4. Return (Identity, Password). 

End Algorithm. 
 

The number of digits in the binary representation of Bd  is approximately t [ ]2where log .t q≈  

Hence the expected running time of Algorithm 3 is approximately 
2
t

 point additions(A) and t  point 

doublings(D), denoted by 

.
2
t A tD+  

 
Algorithm  4.  Alice’s Login 

INPUT: Domain parameters ( , , , , ( , ), , ),A A A A A A A AD q FR a b G x y n h= Alice’s identity ( , ),ABID x y  
Password and Private keys. 
 

1. Alice generates m random numbers 1 2, , ..., [1, 1].A A Am Ar r r n∈ −   
2. Alice calculate a point as follows- 

1 1 2 2
1

( , ) . ( , ) . ( , ) . ( , ) ... . ( , )
m

R Ai Ai A A A A Am Am
i

P x y r P x y r P x y r P x y r P x y
=

= = + + +  

3. Alice send the login request message ( )( , ), ( , )AB RID x y P x y  to Bob. 
4. Bob calculates an integer 

( )( , ) ( , ) ,B C B AB ABe g T ID x y PW x y= ⊕ ⊕ where CBT is the current timestamp of Bob.  
5. Bob sends Be   to Alice. 
6. Alice calculates the followings:- 
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( )

1 1 1) .
...

) .
) ( , ) . ( , )

) ( , ) ( , ) . ( , )
) ( , )
) ( , ) . ( , )

A A B A

Am Am B Am

A B AB

A A B AB

A CA B AB

A A A

I x r e d

III x r e d

IV C x y e ID x y

V D x y C x y e PW x y

VI t g T e PW x y

VII E x y t G x y

= +

= +
=

= +
= ⊕ ⊕

=

 

7. Alice sends the tuple ( )1 2, ,..., , ( , ), ( , ), ( , ), ( , ),A A Am A AB A A CAx x x C x y ID x y D x y E x y T  to 

Bob. Here CAT  is the current timestamp of the Alice. 
8. End Algorithm. 

 

To calculate the run time complexity of the algorithm 4, I will assume that A Bn n q≈ ≈  and the 

multipliers are randomly selected integers from the interval [1, 1]An − . The number of digits in the binary 

representation of each multiplier is denoted by t [ ]2where log .t q≈  Hence the expected running time of 
Algorithm 4 is approximately 

 

 ( 1) .
2 2 2 2
t t t t

m A mtD m A m A mtD m A mtD m A mtD       + + − + + + + + +       
       

 Simplifying 

this, we get the run time complexity as  

( )2 1 4 .mt m A mtD+ − +   
 
Algorithm  5.  Alice’s Authentication 

INPUT: Domain parameters ( , , , , ( , ), , ),A A A A A A A AD q FR a b G x y n h= Alice’s Login request message. 
OUTPUT: Acceptance or rejection of Authentication. 

Bob receives the login request message and performs the following steps: 
1. Bob checks whether ( , )BAID x y   is a valid user identity, if not, then Bob rejects the login 

request. 
2. Bob checks whether ( )CB CAT T T− ≤ , where CBT  is current timestamp and T  is the 

permissible transmission delay. If T is not reasonable, then Bob rejects the login. 
 

3. Bob calculates 

( )( , ) ,B CA B ABt g T e PW x y= ⊕ ⊕ where CAT is the timestamp sent by Alice. 
4. Bob evaluates the following equations- 

1

1 1 2 2

. ( , ) . ( , ) . ( , )

. ( , ) . ( , ) ... . ( , ) . ( , )
. ( , ) ( , ) ( , )
. ( , ) . ( , ) 0

m

R Ai Ai B D
i

A A A A Am Am B D

A B A A

A B A

I P x y x P x y e P x y

x P x y x P x y x P x y e P x y

II D x y d C x y C x y

III E x y t G x y

=

 = − 
 

= + + + −
− =
− =


 

 
5. Bob checks if any of the above equations is not satisfied. If so, the login is rejected 

otherwise login is allowed. 
 

6. If the login request is rejected three times then automatically the user account is locked for 
the day by Bob. 

7. End Algorithm. 
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The subtraction operation in Elliptic Curves is as fast as the addition operation as 

1 1 2 2 1 1 2 2( , ) ( , ) ( , ) ( , ).P x y Q x y P x y Q x y− = + −  So, the expected running time of Algorithm 5 is 
approximately 

 

 ( )1 1 1 1
2 2 2 2
t t t t

m A mtD A tD m A A A tD A A tD A       + + + + − + + + + + + +       
       

  

Simplifying this, we get the run time complexity as  

( )3 2 3
2 2
t

m t m A mt t D + + + + + 
 

 

 
E.  Proof that the Algorithm works 

Rewriting  equation (1), we have, 

( ) ( )

1

1 1 2 2

1 1 2 2

1 1 1 2 2 2

( , ) . ( , ) . ( , )

. ( , ) . ( , ) ... . ( , ) . ( , )

. ( , ) . ( , ) ... . ( , ) . ( , )
. ( , ) . ( , ) ...

m

R Ai Ai B D
i

A A A A Am Am B D

A A A A Am Am B D

A B A A A B A A Am

P x y x P x y e P x y

x P x y x P x y x P x y e P x y

RSH x P x y x P x y x P x y e P x y

r e d P x y r e d P x y r

=

 = − 
 

= + + + −

= + + + −
= + + + + + +



( )

[ ]

[ ]

1

1 1 1 2 2 2

1

1 1 1 1 2 2 2 2

. ( , )

. ( , )

. , .
...

.

( , ) . ( , )

( , ) . ( , ) ( , ) . ( , ) ... ( , )
.

B Am Am

m

B Ai Ai
i

A A B A A A B A

Am Am B Am

m

D Ai Ai
i

A A B A A A A B A A Am Am

B Am Am

e d P x y

e d P x y

x r e d x r e d

x r e d

P x y d P x y

r P x y e d P x y r P x y e d P x y r P x y

e d P

=

=

 −  
 

= + = +

= +

 =  
= + + + + +

+











( )1 1 2 2( , ) . ( , ) . ( , ) ... . ( , )B A A B A A B Am Amx y e d P x y e d P x y e d P x y− + + +  

 

1 1 2 2 1 1 2 2

1 1 2 2

1 1 2 2

( , ) ( , ) ... ( , ) . ( , ) . ( , )
... . ( , ) . ( , ) . ( , ) ... . ( , )

( , ) ( , ) ... ( , )
( , )

A A A A Am Am B A A B A A

B Am Am B A A B A A B Am Am

A A A A Am Am

R

r P x y r P x y r P x y e d P x y e d P x y

e d P x y e d P x y e d P x y e d P x y

r P x y r P x y r P x y

P x y

LSH

= + + + + +
+ + − − − −

= + + +
=
=

 

 
Rewriting equation (2), we have, 
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[ ]

[ ]

( , ) ( , ) ( , )
( , ) ( , )
( , ) . ( , ) . ( , )

( , ) ( , ) . ( , )

( , ) . ( , ) . ( , )
( , ) . ( , )

( , )

A B A A

A B A

A B AB B B AB

A A B AB

A B B AB B B AB

AB B AB

A

D x y d C x y C x y

LSH D x y d C x y

C x y e PW x y d e ID x y

D x y C x y e PW x y

C x y e d ID x y d e ID x y

PW x y d ID x y

C x y

RSH

− =
= −
= + −

= +

= + −
=

=
=





 

 
Again rewriting equation (3), we get, 

[ ]

( ) ( )
( )
( )

( , ) . ( , ) 0

( , ) . ( , )
. ( , ) . ( , )

( , ) . ( , )

( , ) . ( , ) ( , ) . ( , )

( , )

( , )

0

A B A

A B A

A A B A

A A A

CA B AB A CA B AB A

A CA B AB

B CA B AB

E x y t G x y

LSH

E x y t G x y

t G x y t G x y

E x y t G x y

g T e PW x y G x y g T e PW x y G x y

t g T e PW x y

t g T e PW x y

RHS

− =
=
= −
= −

=

= ⊕ ⊕ − ⊕ ⊕

= ⊕ ⊕  
= ⊕ ⊕  

=
=







 

  
F.  Conditions under which the Algorithm will work 
 

From section  VI, we know that Alice’s public key is  
( )1 2( , ), ( , ), ( , ),..., ( , )D A A AmP x y P x y P x y P x y where  

1

1 1 2 2

( , ) . ( , )

. ( , ) . ( , ) ... . ( , )

m

D Ai Ai
i

A A A A Am Am

P x y d P x y

d P x y d P x y d P x y
=

=

= + + +


 

Let 
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1 1

2 2

1

1 1 2 2

1 1

where are some integers and is the generator

of the Alice's curve.

( , ) ( , )
( , ) ( , )

...
( , ) ( , ) , ( , )

( , ) . ( , )

. ( , ) . ( , ) ... . ( , )
(

A A

A A

Am m A A

m

D Ai Ai
i

A A A A Am Am

A A

i

P x y G x y

P x y G x y

P x y G x y G x y

P x y d P x y

d P x y d P x y d P x y

d G

λ
λ

λ

λ

λ

=

=
=

=

∴ =

= + + +
=



( )
2 2

1 1 2 2

, ) ( , ) ... ( , )
... ( , )

A A Am m A

A A Am m A

x y d G x y d G x y

d d d G x y

λ λ
λ λ λ

+ + +
= + + +

 

 

But the order of the Elliptic Curve of Alice is An , so Alice will have to make sure that the following 
inequality is satisfied. 

( )1 1 2 2 ... ( 1).A A Am m Ad d d nλ λ λ+ + + ≤ −  
But, in most cases, it will not create any problem as the order of any curve used in cryptography is very 

very huge.    
 

VII.  SECURITY ANALYSIS 

It is assumed here that Eve steals the identity of a person. He keys in ( , ), ( , )AB ABID x y PW x y  and 
private keys. Then Bob and he will perform the following steps:  
 

(1) Generates m random numbers 1 2, , ...,A A Amr r r  and  calculates 

1

1 1 2 2

( , ) . ( , )

. ( , ) . ( , ) ... . ( , )

m

R Ai Ai
i

A A A A Am Am

P x y r P x y

r P x y r P x y r P x y
=

=

= + + +

  

(2) Send the login request message ( )( , ), ( , )AB RID x y P x y  to Bob. 
 

(3) Then Bob calculates an integer ( )( , ) ( , )B C B AB ABe g T ID x y PW x y= ⊕ ⊕  and sends it to 

him. 
(4) Eve keys in private keys, password and calculates the followings:- 

  

  

 

 

  

  ( )
 

1 1 1

2 2 2

( ) .

( ) .
( ) ...

( ) .

( ) ( , ) . ( , )

( ) ( , ) ( , ) . ( , )

( ) ( , )

( ) ( , ) . ( , )

A A B A

A A B A

Am Am B Am

A B AB

A A B AB

A CE B AB

A A A

i x r e d

ii x r e d

iii

iv x r e d

v C x y e ID x y

vi D x y C x y e PW x y

vii t g T e PW x y

viii E x y t G x y

= +

= +

= +

=

= +

= ⊕ ⊕

=

 

 
(5) The tuple    

1 2( , ,..., , ( , ), ( , ), ( , ), ( , ), )A A Am A AB A A CEx x x C x y ID x y D x y E x y T  is sent to Bob 

by  Eve. Here CET  is the current timestamp of the Eve. 
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A.  Authentication Phase 
 

Bob receives the login request and performs the following steps: 
 

(1) Check whether ( , )ABID x y   is a valid user identity, if not, then Bob rejects the login request.  
(2) 

Check, whether ( )CB CET T T− ≤  , where CBT  is current timestamp and T  is the permissible 

transmission delay. If T is not reasonable, then Bob rejects the login. 
 
(3) Bob calculates   ( )( , )B CE B ABt g T e PW x y= ⊕ ⊕ , where CET is the timestamp sent by Eve. 

(4) Now Eve gets the following equations 

 

   

  

 

1

1 1 2 2

( ) ( , ) . ( , ) . ( , )

. ( , ) . ( , ) ... . ( , ) . ( , )

( ) ( , ) ( , ) ( , )

( ) ( , ) . ( , ) 0

m

R Ai Ai B D
i

A A A A Am Am B D

A B A A

A B A

i P x y x P x y e P x y

x P x y x P x y x P x y e P x y

ii D x y d C x y C x y

iii E x y t G x y

=

 = − 
 

= + + + −

− =

− =



 

 
From the above equations, let see whether Eve can recover the private keys and password in polynomial 

time. 
Consider the equation 

 

   
1

1 1 2 2

( , ) . ( , ) . ( , )

. ( , ) . ( , ) ... . ( , ) . ( , )

m

R Ai Ai B D
i

A A A A Am Am B D

P x y x P x y e P x y

x P x y x P x y x P x y e P x y

=

 = − 
 

= + + + −


 

 
We have  
  

  

 

1 1 1

2 2 2

1

1 1 2 2

.

.
...

.

( , ) . ( , )

. ( , ) . ( , ) ... . ( , )

A A B A

A A B A

Am Am B Am

m

R Ai Ai
i

A A A A Am Am

x r e d

x r e d

x r e d

P x y r P x y

r P x y r P x y r P x y
=

= +

= +

= +

=

= + + +



 

So,  
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  

   

    



1

1 1 2 2

1 1 1 2 2 2

1 1 2 2

( , ) . ( , ) . ( , )

. ( , ) . ( , ) ... . ( , ) . ( , )

( . ). ( , ) ( . ). ( , ) ... ( . ). ( , )

. . ( , ) . ( , ) ...

m

R Ai Ai B D
i

A A A A Am Am B D

A B A A A B A A Am B Am Am

B A A A A

P x y x P x y e P x y

x P x y x P x y x P x y e P x y

r e d P x y r e d P x y r e d P x y

e d P x y d P x y

=

 = − 
 

= + + + −

= + + + + + +

− + + +



( )
   

   
1 1 1 1 2 2 2 2

1 1 2 2

1 2

. ( , )

. ( , ) . . ( , ) . ( , ) . . ( , ) ... . ( , )

. . ( , ) . . ( , ) . . ( , ) ... . . ( , )
( , ) . ( , ) . ( , ) ... . (

Am Am

A A B A A A A B A A Am Am

B Am Am B A A B A A B Am Am

A A A A A Am A

d P x y

r P x y e d P x y r P x y e d P x y r P x y

e d P x y e d P x y e d P x y e d P x y

T x y d U x y d V x y d W x

= + + + + +

+ − − − −
= + + + +

  ]








1 1 1 1 2 2

1

2

1 2

, )

( , ) . ( , ) . . ( , ) . ( , ) ... . ( , )

( , ) . ( , )

( , ) . ( , )

...

( , ) . ( , )

( , ) ( , ) . ( , ) . ( , ) ... . (

A A A B A A A A Am Am

A B A

A B A

A B Am

R A A A A A Am A

y

T x y r P x y e d P x y r P x y r P x y

U x y e P x y

V x y e P x y

W x y e P x y

P x y T x y d U x y d V x y d W x

 = + + + +
 = − 
 = − 

 = − 

=> − = + + +


1 2

, )
( , ) . ( , ) . ( , ) ... . ( , )

[ ( , ) ( , ) ( , )]
A A A A A Am A

A A A

y

Z x y d U x y d V x y d W x y

Z x y S x y T x y

∴ = + + +

= −
 

Now, 1 2, ,...,A Ad d  and Amd can’t be found out in polynomial time because of the ECDLP of  elliptic 
curves. 

Next consider the equation   ( , ) ( , ) ( , ).A B A AD x y d C x y C x y− =  
We have, 
 
  

   

  

( , ) ( , ) ( , )

( , ) ( , ) ( , ) ( 1) ( , )

( , ) . ( , ) [ 1]

A B A A

A B A A B A

A B A B B

D x y d C x y C x y

D x y d C x y C x y d C x y

D x y d C x y d d

− =

= + = +

= = +

 

Again, we cannot solve Bd  in polynomial time because of the ECDLP of elliptic curves. In the same 

way, we cannot solve for Bt  in the third equation  ( , ) . ( , ) 0A B AE x y t G x y− =   in   polynomial time. So, Eve 
cannot masquerade as Alice. 
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